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\(y> 0) x;@x The problem:
75 @ |s the error label reachable?

(Y <0)
\ ;:_ - The approach:
@ Upgrade a BDD checker with
/ )\ abstraction refinement
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Model-check the abstract program:
\ @ Is the error label reachable

skip considering only control flow?

(true) (true)
Y \
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Model-check the abstract program:
\ @ Is the error label reachable

skip considering only control flow?

/@\ Yes!

(true) (true)
Y \
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(X <0)
The concrete instructions
are inserted again.
(Y <0)
(X+Y >0)
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(X+Y >0)

The concrete instructions
are inserted again.

Analysis of the trace

@ Is it real or spurious?
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@ {true}

(X <0)
The concrete instructions
{X=0; are inserted again.
(Y <0) Analysis of the trace
@ Is it real or spurious?
{(X+Y <0} @ Spurious! = Hoare proof
(X+Y >0)

{false}
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{XSO} (Y >0) X ==X
b= (X <0) TR 7‘5
(Y=0) b=(X+Y<0) \
(X+Y<0 @\
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<%> {true} //ﬁiz\\

(X <0) \

(X <0} (true)
b= (X <0) T 7‘5
(Y'=0) k=(X+Y<0) \
(X+Y<0 5
(X+Y >0) //

¢ (true) (X+Y>0)

Y \
{fa/se}
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@ {true} / ®\

b = true (true)

(X <0) (f/ g;

{X <0}
if (k)
b = (X < O) Is := true
(Y <0) b= (X+Y<0) else:_.

(X+Y<0} s

(X+Y >0) /

¢ sKip (I = false)

Y \
{fa/se}
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@ {true} / ®\

b = true (true)

(X <0) (f/ g;

{X <0}
if (k)
b = (X < O) Is := true
(Y <0) b= (X+Y<0) else:_.

(X+Y<0} s

(X+Y >0) /

¢ sKip (I = false)

Y \
{fa/se}
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% The concrete instructions
(Y>0) are inserted again.
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The concrete instructions
are inserted again.

Analysis of the trace

@ Is it real or spurious?

Javier Esparza Part Ill: Abstraction Refinement




Example
? {true}

(X <0)
(X <0 | |
The concrete instructions
(Y>0) are inserted again.

(X—Y<0) Analysis of the trace

@ Is it real or spurious?
@ Spurious! = Hoare-like proof
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@ (true) /®\

b = true X>0
(X <0) > ( )

%) veY \ X:@X

(Y >0)
h — (X <0) f (k)

Is .= true

X-v<o} g & (X—=Y <0) else

b — (X+Y<0) b= Y=y

T e ha

(X+Y>0) (X+Y <0) = false)

'
(false}
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@ (true} /®\

b = true X>0
(X <0) 2 ( )

=0 T (k) §>

Iy = true X ==X

()

(Y >0) else Iy :=7
b — (X <0) if (I2)
s .= true
C%D (X-yv<o} Iy = (X-=Y<0) clse
ks (X + Y <0) %:? @_M
Y =-Y
Q%D {X+Y<0} / >\
(X+Y>0) (X+Y<0) (k=false)

¢
{false}
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@ (true) /®\

b = true true
(X <0) b (true)

{X <0} T if (k) @

()

ly = true Iy =7
(Y > 0) else Iy :=7
b — (X <0) it (k)
s .= true
{X-Y <0} /4<—>(X—Y§O) else
b (X+Y<0) %:? @_h
Y =-Y
#‘5) {X+Y <0} / \
(X+Y >0) Skip (Is = false)

'
Cerror) {alse) Cok Cerror)
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(%) (true} ///Q:)\\\

b = true true
(X <0) 2 (true)

{X <0} T if (k) @

()

ly = true Skip
(Y >0) else I =7
b (X <0) it (k)
s .= true
C%D {X-Y <0} /4<—>(X—Y§O) else
s — (X+ Y <0) %:? @_h
Y =-Y
%5 (X+Y<0 // L
(X+Y>0) (true) (Is = false)

¢
{false}
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@ (true} /®\

b = true (true)

(X <0) \
{X <0} T if (k) @

— ()=

/4 = true /4 =7

(Y >0) else Iy ;=7 ¢

b — (X <0) i 5/2) t
= lrue
X-v<o g & (X=-Y <0) olse

e (X+Y<0) /s::? /5_/4

Y. =-Y

Q%) (X+Y<0) / )\
(X+Y>0) (5 = true) (Is = false)

¢
{false}
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% The concrete instructions
X i=-X are inserted again.
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The concrete instructions
are inserted again.

Analysis of the trace

@ Is it real or spurious?
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% The concrete instructions
X i=-X are inserted again.
%@ Analysis of the trace
@ Is it real or spurious?
Y =-Y
C%D @ Real! = Report it to the user!
(X+Y >0)
¢
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A Spurious Trace is an Unsatisfiable Formula.
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A Spurious Trace is an Unsatisfiable Formula.

xé)c (xzc1)A(czc1)<gDzD1)A(Y2m
D C+1 (DgCg+1)/\(C3C<2%)>/\(X3X2)/\(Y3Y2)

Y =D (Y4—D3)/\(C4:Cg)/\(D4:D3)/\(X4—X3)

gﬁ) é
(Y 7£ X+ 1) (Y4 7& X4 + 1) A (Cerror — Derror — D4 error — X4) (Yerror - Y4)
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What is a Hoare-Proof of Spuriousness?
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What is a Hoare-Proof of Spuriousness?

X:=C (Xo = C) A (Co= Ci) A (Do = Dy) A(Ya = Yy)
é} {C=X} é) {Co = X2}
D:=C+1 (DgICg—l—1)/\(C3:Cg)/\(X3:X2)/\(Y3—Y2)
{D=X+1} gi) {D; = X3+ 1}
Y =D (Y4—D3)/\(C4:Cg)/\(D4:D3)/\(X4—X3)
! )
@ (Y=X+1 @ (Ys= X+ 1}
(Y#X‘F‘I) (Y47éX4+1)/\(Cerror— Derror—D4 error—X4) (Yerror:Y4)

{false} {false}
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What is a Hoare Proof of Spuriousness?

@ A blue predicate {- - - } is implied by the conjunction of the
instructions above.
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What is a Hoare Proof of Spuriousness?

@ A blue predicate {- - - } is implied by the conjunction of the
instructions above.

@ A blue predicate is unsatisfiable together with the
conjunction of the instructions below.
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What is a Hoare Proof of Spuriousness?

@ A blue predicate {- - - } is implied by the conjunction of the
instructions above.

@ A blue predicate is unsatisfiable together with the
conjunction of the instructions below.

@ A blue predicate, together with the next instruction,
iImplies the next blue predicate.

The last property is called Tracking Property.
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Craig Interpolation in Propositional Logics

Definition (Craig interpolant)

Let (F, G) be a pair of formulas with F A G unsatisfiable.
An interpolant for (F, G) is a formula /

with the following properties:

@ F =1,
@ /A Gis unsatisfiable and
@ / refers only to the common variables of F and G.
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Craig Interpolation in Propositional Logics

Definition (Craig interpolant)

Let (F, G) be a pair of formulas with F A G unsatisfiable.
An interpolant for (F, G) is a formula /

with the following properties:

@ F =1,
@ /A Gis unsatisfiable and
@ / refers only to the common variables of F and G.

F=xAMAy G=-XNZ

| = x is an interpolant for (F, G).
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Craig Interpolation: Our Application

@ {true}

(X2 = C1)/\(CQ = C1)/\(D2 = D1)/\(Y2 = Y1)

(2) {C=X)

(D3 =Co+1)A(C3=C2) A (Xz=X2) A(Y3=Y2)

(3) {Ds=X+1)
(Y4 = D3)/\(C4 = C3)/\(D4 = D3)/\(X4 :X3)

(O {Ya=X+1)

(Y4 7A X4 + 1) A (Cerror — C4) A (Derror — D4) A (Xerror — X4) A (Yerror — Y4)

@ {false}
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Craig Interpolation: Our Application

O

(X2 = C1)/\(CQ = C1)/\(D2 = D1)/\(Y2 = Y1)

(D3 =Ca+1)A(C3=Co) AN (Xz=X2) A(Y3=Y2)

®)

(Y4 = D3) N (C4 = C3) N (D4 = D3) N (X4 = X3)

O

(Y4 7A X4 + 1) A (Cerror — C4) A (Derror — D4) A (Xerror — X4) A (Yerror — Y4)

error
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Craig Interpolation: Our Application

O

(X2 = C1)/\(CQ = C1)/\(D2 = D1)/\(Y2 = Y1)

@

(D3 =Ca+1)A(C3=Co) AN (Xz=X2) A(Y3=Y2)

(Y4 = D3) N (C4 = C3) N (D4 = D3) N (X4 = X3)

O

(Y4 7A X4 + 1) A (Cerror — C4) A (Derror — D4) A (Xerror — X4) A (Yerror — Y4)

error
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Craig Interpolation: Our Application

O

(X2 = C1)/\(CQ = C1)/\(D2 = D1)/\(Y2 = Y1)

@

(D3 =Ca+1)A(C3=Co) AN (Xz=X2) A(Y3=Y2)

®)

(Y4 7A X4 + 1) A (Cerror — C4) A (Derror — D4) A (Xerror — X4) A (Yerror — Y4)

error
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Craig Interpolation: Our Application

@ {true}

(X2 = C1)/\(CQ = C1)/\(D2 = D1)/\(Y2 = Y1)

(2) {C=X)

(D3 =Co+1)A(C3=C2) A (Xz=X2) A(Y3=Y2)

(3) {Ds=X+1)
(Y4 = D3)/\(C4 = C3)/\(D4 = D3)/\(X4 :X3)

(O {Ya=X+1)

(Y4 7A X4 + 1) A (Cerror — C4) A (Derror — D4) A (Xerror — X4) A (Yerror — Y4)

@ {false}
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@ Spurious traces « unsatisfiable formula

@ Craig interpolants satisfying the tracking property — Hoare
proofs of spuriousness

@ ‘Clean’ Hoare proofs of spuriousness — Craig interpolants
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Weakest and Strongest Interpolants

Definition (weakest interpolant)

The weakest interpolant for (F, G) is the interpolant for (F, G)
that is implied by all interpolants for (F, G).
It is denoted by WI(F, G).

Definition (strongest interpolant)

The strongest interpolant for (F, G) is the interpolant for (F, G)
that implies all interpolants for (F, G).
It is denoted by SI(F, G).

We show how to compute them and that they satisfy the
tracking property.
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A Charaterization of Weakest Interpolants

Theorem (weakest interpolant)
@ Let(F, G) be a pair of formulas with F N G unsatisfiable.
@ Let Z be the variables that occur in G, but not in F.

Then WI(F, G) = ¥Z.-G.
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A Charaterization of Weakest Interpolants

Theorem (weakest interpolant)
@ Let(F, G) be a pair of formulas with F N G unsatisfiable.
@ Let Z be the variables that occur in G, but not in F.

Then WI(F, G) = ¥Z.-G.

Very adequate for computation with BDDs.
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Efficient Computation of Weakest Interpolants

Sl e

Fi(Xi, X) @ Let F1 A\ Fo A\ F5 be unsatisfiable.
@ Let X5 be the variables that occur in F»,
(2) but not in F.
Fo(Xo, Xa) Then
WI(Fy, Fo A F3) =V X3(F2 — WI(F1 A F2, F3)).
©)
Corollary (Tracking Property)
F3( X3, X4)
@ WIFi,FoANF3)ANFs & WI(F A Fo, F3).
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Interpolants Computation for a Spurious Trace

@ Wi(true, Fi A Fo A F3) = true

F1(X17X2)

F3(Xs, X4)

(4) WI(Fy A F2 A Fs, true) = false
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Interpolants Computation for a Spurious Trace

@ Wi(true, Fi A Fo A F3) = true

F1(X17X2)

@

F2(X27 X3)

(3) WI(F; A Fo, Fa) = Ja(Xs) = VXu(Fs — false)

F3(Xs, X4)

(4) WI(Fy A F2 A Fs, true) = false
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Interpolants Computation for a Spurious Trace

@ Wi(true, Fi A Fo A F3) = true
F'I (X17X2)
(2) WI(Fi, Fa A Fs) = Jo(Xe) = VXa(Fa — Js)

F2(X27 X3)

(3) WI(Fi A Fo, Fa) = Ja(Xs) = VXu(Fs — false)

F3(Xs, X4)

(4) WI(Fy A F2 A Fs, true) = false
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Interpolants Computation for a Spurious Trace

(1) Wi(true, Fy A Fa A Fs) = Ji(X1) = VXo(Fy — Jy) = true
F'I (X17X2)
(2) WI(Fi, Fa A Fs) = do(Xe) = VXa(Fa — Js)

FZ(X27 X3)

(3) WI(Fi A Fo, Fa) = Ja(Xs) = VXu(Fs — false)

F3(Xs, X4)

(4) WI(Fy A F2 A Fs, true) = false
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DAGs of Spurious Counterexamples

<

7

(X #0)
!

Spurious Counterexample DAGs

@ Each path through the DAG is a
spurious counterexample.

@ Each path through the DAG
corresponds to an unsatisfiable
formula.

@ The disjunction of the trace
formulas is unsatisfiable.
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DAGs of Spurious Counterexamples
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DAGs of Spurious Counterexamples
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DAGs of Spurious Counterexamples

X:=0
/é{/\oﬁxm
(A=0)  (A#£0)
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DAGs of Spurious Counterexamples

X:=0

/é{/\oﬁxom(m&o%xm}
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DAGs of Spurious Counterexamples

{true}

X:=0

/@OHXO)A(A#OHXO)}{XO}
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There Are Many Interpolants.

~—— SI(F,G)

-—— WI(F,G)
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There Are Many Interpolants.

® -— F =XA(yV2)

~—— SI(F,G)

-—— WI(F,G)

® —— G =XxVyV(zAw)
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There Are Many Interpolants.

® -— F =XA(yV2)
-— SI(F,G) =3} F=xA(yV2)
-— WI(F, G) =vV{w}-G=xVy
® —— G =XxVyV(zAw)
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There Are Many Interpolants.

® -— F =XA(yV2)
-— SI(F,G) =3} F=xA(yV2)
-— WI(F, G) =vV{w}-G=xVy
® —— G =XxVyV(zAw)
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There Are Many Interpolants.

-

-— SI(F,G) =3} F=xA(yV2)

-— WI(F, G) =V{w}-G=xVy

-
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There Are Many Interpolants.

® -— SIF, G =XA(yV2)

® -~ WIF,G) =XxVy
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There Are Many Interpolants.

® -— SIF, G =XA(yV2)

< SIxAN(yVvz),~(xVvy)=Hz}.(xAN(yV2)=x

® -~ WIF,G) =XxVy
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There Are Many Interpolants.

<~ SIxAN(yVvz),~(xVvy)=Hz}.(xAN(yV2)=x

® -~ WIF,G) =XxVy

Javier Esparza Part Ill: Abstraction Refinement



There Are Many Interpolants.

- Wi(x,~(xVy))=Y{y}.(xVvy) =x

®@ - xVvy
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There Are Many Interpolants.

- Wi(x,~(xVy))=Y{y}.(xVvy) =x
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There Are Many Interpolants.

Javier Esparza Part Ill: Abstraction Refinement



There Are Many Interpolants.

Fixed points have been reached.
We call them conciliated interpolants.
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Conciliated Interpolants

What about the Tracking Property?

@ Conciliated interpolants by themselves
do not necessarily satisfy the tracking property.
@ Therefore, we

@ apply a strongest interpolants computation (forward),
@ apply a backward computation and
conciliate after each step with the strongest interpolant.

@ The resulting interpolants satisfy the tracking property.
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Conciliated Interpolants as a Simplification Procedure

{true} @ {true}

X:=0

x=0}(2)(W=0vXx=0vZ=0}

Y =0

(X=0nY=0} (3){W=0vX=0vZ=0}
(2 #0)
(X=0nY=0nZ+0}(4){W=0vX=0}
(X #0)

(false} (5) {W =0}
(W £ 0)

{false} @ {false}



Conciliated Interpolants as a Simplification Procedure

X=0nY=0nZ#0}(4)
(X #0)

{false} <5>

(W+#0)

{false} @ {false}



Conciliated Interpolants as a Simplification Procedure

X=0nY=0nZ#0}(4)
(X #0)

(false} (5) {W =0}
(W £ 0)

{false} @ {false}



Conciliated Interpolants as a Simplification Procedure

X=0nY=0nZ#0}(4)
(X #0)

{false} <5> {false}
(W #0)

{false} @ {false}



Conciliated Interpolants as a Simplification Procedure

X=0nY=0nZ#0}(4) {X=0}
(X #0)

{false} <5> {false}
(W #0)

{false} @ {false}



Conciliated Interpolants as a Simplification Procedure

X=0nY=0nZ#0}(4){X=0}
(X #0)

{false} <5> {false}
(W #0)

{false} @ {false}



Conciliated Interpolants as a Simplification Procedure

{true} @

X:=0

x=0}(2)

Y =0

{X=0nY=0}(3){Xx=0}
(2 #0)

X=0nY=0nZ#0}(4){X=0}
(X #0)

{false} <5> {false}
(W #0)

{false} @ {false}



Conciliated Interpolants as a Simplification Procedure

{true} @

X:=0

x=0}(2) {(x=0)

Y =0

{X=0nY=0}(3){Xx=0}
(2 #0)

X=0nY=0nZ#0}(4){X=0}
(X #0)

{false} <5> {false}
(W #0)

{false} @ {false}



Conciliated Interpolants as a Simplification Procedure

{true} @ {true}

X:=0

x=0}(2) {(x=0)

Y =0

{X=0nY=0}(3){Xx=0}
(2 #0)

X=0nY=0nZ#0}(4){X=0}
(X #0)

{false} <5> {false}
(W #0)

{false} @ {false}



Conciliated Interpolants

(3) {x=0} Conciliated Interpolants

(Z #0) lead to predicates on fewer variables




Conciliated Interpolants

X =0
(2) (x =0}
Y =0
(3) {x=0} Conciliated Interpolants
(Z #0) lead to predicates on fewer variables
— faster computation
(@ (x=0)
(X #0) ’
(5) {false}
(W #0)




Conciliated Interpolants

X =0
(2) (x =0}
Y =0
(3) {x=0} Conciliated Interpolants
(Z #0) lead to predicates on fewer variables
— faster computation
(@) x=0) —> more meaningful predicates
(X #0)
(5) {false}
(W #0)




A Locking Example

rw(file ) {

struct file { | assert(f.locked Vv f.pos==0);
bool locked; f0oS = f.00S + 1
int pos; ) poS =P |
b i
| main
open(file f) { f(i)le{ f1 f2;
assert(ﬂf.locke-d), f1.locked = f2.locked = false;
f.locked = true; open(f1);
} f.pos = 0; while(*) {
| open(f2);
close(file ) { while(*) { rw(f2); rw(f1); }
assert(f.locked Vv close(f2);
f.pos==0); ) |
f.locked = false; close(f1);
} J
}
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Experimental Results

memory

time/s | (BDD nodes) | # cycles

w/0 abstraction 460 440482 n/a
weakest interp. 0.43 89936 14
concil. interp. 0.29 80738 10
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@ Craig interpolation goes well with CEGAR if the program is
given in terms of BDDs.

@ Multiple counterexamples can be excluded at once.
@ There are heuristics to enhance predicate generation.
@ The model-checking process can be speeded up.

Javier Esparza Part Ill: Abstraction Refinement



