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1 Introduction

The performance of peer-to-peer (P2P) file sharing systems largely depends on
the level of cooperation of its participants. The paper[1] that I will discuss in
this write-up focuses on exchange-based incentives'.

Exchange-based incentives mean that the members (people/peers) of the
network will be provided with priority service if they contribute to the system,
i.e. store and share files.

Studies[2] have shown that generally the participants in a P2P network are
not cooperative at all. Depending on how the system is built this may not only
result in degradation of service but in a complete collapse of the system.

2 Incentive Mechanisms

This problem has started research on the topic of incentive mechanisms. The
paper first introduces several existing implementations and quickly discusses
their effectiveness.

Yincentive: (n.) Something, such as the fear of punishment or the expectation of reward,

that induces action or motivates effort.



2.1 KaZaA

Each peer in the KaZaA file sharing system[3] announces its participation level.
This participation level is computed out of several local(!) values:

e uptime
e download volume
e upload volume

The higher the announced participation level, the more important the peer is.
Since people (usually) have complete control over their own computer, they
can trick the client into claiming anything they like, e.g. by using software
modifications[4].

2.2 Credit Systems: cash/credit economies

Credit systems have the inherent advantage of providing one resource (e.g.
money) that can be exchanged against every other resource, which makes them
very flexible and thus powerful. An example is the revised Napster network,
where users use money to pay for any type of data they wish to download, in
this case mainly MP3s.

2.2.1 Centralized Credit Systems

These systems? consist of micropayments issued by a trusted server or payments
approved by a central transaction clearing center (e.g. credit card company).
They inherit the typical disadvantages of centralized systems, e.g. a single point
of failure. In this case there is no clear incentive why a single host should be
willing to carry such a workload.

That is why this load may be distributed across an own ”payment-P2P-
network”:

2.2.2 Decentralized Credit Systems

There are some recent proposals for this type of system which are based on the
concept of distributed hash tables to lookup account/credit status.[5] However
these systems inherit another set of problems:

e Heterogeneous node capabilities that make it difficult to decide what work
to give to which peer.

e Reconfiguration performance might be bad since peers connect and dis-
connect at their own discretion.

In any case, there are possible attacks that may be launched at decentralized
credit systems if they become important enough for malicious users to care
about and possibly gain benefit from. Furthermore, in a distributed computing
environment it is practically impossible for initially unknown remote computing
elements to present convincingly distinct identities without the supervision of a
central trusted authority.[6]

2see section 8.1 for an example



2.3 Exchange Systems: exchange/barter economies

In this paper, a barter economy is used to provide the incentives discussed. In
barter economies users directly trade resources between each other.

Ezxchange transfers are defined as transfers between peers which provide
simultaneous and symmetric service in return. Requests from peers that can
provide exchange transfers will be given absolute priority to non-exchange (1-
way) transfers.

One big disadvantage is that if peer A wants something from peer B, peer B
does not necessarily have anything that first peer A needs®, thus not having a
basis for a successful trade. This is why there is the concept of N-way exchanges.
Peer B does not necessarily need to have anything peer A wants, but one of peer
B’s exchange partners might, so trading in circles can begin.

The concept presented here is even more general as there are not only 2-
way exchanges going to be supported but N-way exchanges are also possible,
examples of which can be found in figure 1. This means rings of any number of
peers can be initiated, although it will be evident quickly that performance will
no longer significantly increase starting at a certain ring size.

Exchange economies have the advantage of not much overhead occurring
because almost no bookkeeping has to be done and the complexities of currency
management are avoided.
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Figure 1: 2-way, 3-way and N-way ring

It is an important property of the presented mechanism that no-exchange
(or 1-way) transfers are only possible if there is no possibility at all to create
one of the above mentioned rings. 1-way transfers are always the last possible
resort preventing some peer from not contributing resources to the system at
all. It is also important to understand that each peer can be a part of several
rings at the same time.

3 Exchange Mechanisms

First we need to define the system at hand. Each peer has a fixed download and
upload capacity. Usually these capacities are asymmetric, which means there
is more download than upload capacity available®. Since the upload link is the
main bottleneck in this configuration, it will be managed the following way:

3”double coincidence of wants”
4see simulation result in section 6.3.2
5]ike consumer DSL, cable or satellite connections



Transfers are carried out with relatively large, fixed-size blocks. These blocks
are also called objects. The system may concurrently download several parts of
the same file from multiple sources.

In this paper object lookup is ignored. It may occur via message flooding as
in Gnutella-like networks or via a DHT® approach as in Chord etc.

3.1 Incoming Request Queues

There is a data structure in each peer that contains what other peers have
requested. It is called an incoming request queue (IRQ). Using that information,
the peer then decides if there is some reason for it to serve a request.

3.2 Transfer Decisions

This is done by adhering to the following rules:
1. The local peer must have upload capacity, obviously.
2. One of the following conditions must be true:

e There is a possibility for an exchange transfer, in which case a priority
transfer is initiated. (also see below)

e There is no possibility for an exchange transfer at all, in which case
a 1-way (non-exchange) transfer will be initiated.

It is important to understand that the primary reason for the power of
this system is the fact that non-exchange (1-way) transfers get preempted’ as
exchange transfers become available. Technically, this means that IRQs are
searched regularly and possibilites for exchange transfers that are found are
preferred as long as the upload link is not completely saturated with exchange
transfers.

Exchanges are performed one fixed-size block at a time. A transfer is termi-
nated if one of the following conditions is met:

e The communication partner disconnects. (Either because it has gone of-
fline, crashed or doesn’t want to share anymore.)

e The source object is deleted. (There is nothing to trade for anymore).
e The first transfer has been completed.
This last condition in essence means that if two peers A and B were interested
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see section 6.3.2









figure 4.
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