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STATIC ANALYSIS

Establish automatically that a program meets a specification. J

Specified Properties

o Explicit: “the program sorts the input list”
— specified using some formalism in assertions

@ Implicit: “the program never dereferences a null pointer”
— specified as bad behaviour in semantics

Automatic Technique

The user could not interact with the analyser during its running.
— but may write program assertions, choose analysis parameters, ...
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FUNDAMENTAL PROBLEM

Consequence of Rice’s Theorem

It is impossible to build sound, complete, and automatic analysers of
non trivial semantic properties for programs written in a
Turing-complete programming language.

What can be done?

@ Confine to “trivial” classes of programming languages
— model-checking finite automata, but manage state explosion @

@ Give up “automation”
— interactive theorem provers ©

@ Give up “soundness” by looking at bounded executions
— testing, bounded model-checking, but manage false negatives ©

@ Give up “completeness” by using property preserving abstractions
— type-checking, data flow analysis, abstract interpretation @
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SOME INDUSTRIAL SUCCESS STORIES

o Numerical programs: PolySpace (1996-), Astrée (2002-)
@ Device drivers: SLAM (2000-)

@ Programs with dynamic memory: Infer (2015-)
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STATIC ANALYSIS INTERFACE

Inputs:
@ Program and its formal concrete semantics
@ User’s assertions

@ Targeted class of properties

Outputs:
@ Program properties valid for all concrete executions

@ Alarms about unsatisfied specifications, some may be false alarms
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MAIN INGREDIENT: PROPERTY-PRESERVING ABSTRACTION

Abstraction process

Interpret the program according to a simplified, “abstract” semantics.

Property-preserving abstraction

Formally show that the “abstract” semantics preserves the relevant
properties of the “concrete” (program) semantics.

Preservation of properties

Interpretation with the abstract semantics therefore gives sound
information about the properties of concrete executions.
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CHALLENGE

Find abstractions with
@ High precision — fewer false alarms

© Low complexity — scale-up to bigger programs
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STATIC ANALYSIS EXAMPLE: NULL POINTER ALIASING

Objective of analysis

Discover for each program point if a pointer variable may have the null
value at the run time.

The abstract semantics tracks the following properties for each pointer
variable x:

x = null

x # null
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STATIC ANALYSIS EXAMPLE: NULL POINTER ALIASING

list* search(list* h, int key) {
list*x it = h;

bool b = false;

while (it != NULL && !'b) {
if (it->data == key)
b = true;

else

it = it->next;

return it;
} 9/149
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STATIC ANALYSIS OF PROGRAMS WITH MUTABLE HEAP

Pioneering works in '70, applied to ALGOLG68 and Pascal programs. )

Main properties
Variables aliasing, data structures separation, shape of the heap, size of
the heap, ...

Applications

@ Understand design choices of new programming languages
@ Program optimisation
o Verification of implicit and explicit specifications

@ Optimise compilers for imperative and functional languages
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STATIC ANALYSIS OF PROGRAMS WITH MUTABLE HEAP

Pioneering works in '70, applied to ALGOL68 and Pascal programs. J

PASTE 2001:
Pointer Analysis: Haven’t We Solved This Problem Yet?

Michael Hind
IBM Watson Research Center
30 Saw Mill River Road
Hawthorne, New York 10532

hind @watson.ibm.com

ABSTRACT

During the past twenty-one years, over seventy-five papers
and nine Ph.D. theses have been published on pointer analy-
sis. Given the tomes of work on this topic one may wonder,
“Haven’t we solved this problem yet?” With input from
many researchers in the field, this paper describes issues re-
lated to pointer analysis and remaining open problems.
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lated to pointer analysis and remaining open problems.

Open problem: increase precision while preserving scalability
— shape analysis [Larus&Hilfinger,88, Horwitz&al,89,...]
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MOTIVATION FOR SHAPE ALYSIS

/* @brief Reverse list @p 1 in place and return the new head */
list* reverse(listx 1) {

list*x £ 1;

list* r = NULL;

while (f '= NULL) { // ‘!
list *t = f->next;

f->next = r;

return r;

}

Targeted properties: list(l,null), list(r,null), v e L ..
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MOTIVATION FOR SHAPE ANALYSIS

/* @brief Search @p key in the sorted list @p 1x/
list* search(list* 1, int key);

int main(void) {
list* h = list_init(d); // initialises with 0..d

x = search(h, d-1);

x->next; // '!!

<
1]

Targeted properties: list(h,null) of data 0..d
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ABSTRACTIONS T'ECHNIQUES FOR SHAPE ANALYSIS

Automata-based:
o finite automata in PALE [Mgller,01]
o tree automata in Forester & Predator [Vojnar et al,11]

@ counter automata [Bouajjani et al,06]

Logic-based:
@ Boolean abstraction [Wies et al,09]
@ 3-valued logic [TVLA - Sagiv et al]

@ Separation Logic [Smallfoot, Infer — O'Hearn et al,01], [MemCAD — Rival
et al,07], [Celia — S. et al,10]

o FO with reachability [Yorsh et al,06], [Bouajjani et al,09], [Madhusudan et
al,11]
. and many others! (see [Hind,01]) Sorry for no credits in this talk... @
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THIS LECTURE

Logic-based abstractions for static analysis of shape and content
properties using abstract interpretation. J

Desired properties for the logic

o High expressivity — precision of analysis

@ High efficiency for — scaling-up to large programs
o computing interpretation of program statements
o soundly testing satisfiability and entailment of assertions

@ Encoding in a complete lattice
— abstract interpretation
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OUTLINE

© Introduction

© Formal Models and Semantics for IMPR,

e Foundations of Static Analysis by Abstract Interpretation
e Application: Programs with Lists and Data

e Application: Deciston Procedures by Static Analysis

@ Elements of Inter-procedural Analysis

e Application: Programs with Lists, Data, and Procedures
e Eztension: Programs with Complex Data Structures

© Extension: Programs with Inductive Data Structures
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OUTLINE

© Formal Models and Semantics for IMPR,
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CrLAss oF PROGRAMS

We consider the IMPR toy language to focus on the properties targeted
by our analyses. J

Included: Excluded:

@ numeric types @ expressions with side effect ©

@ pointer to record types @ uninitialised allocation of memory
@ strong typing (stack or heap) ©

@ explicit heap (de-)allocation union and array types ©

@ recursive functions pointer arithmetics and casting @

pointer to functions @

pointers inside the stack @

Some excluded features are easy (©) or elaborate (©) for our analyses.
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CrAss oF ProcraMS: TYPES

Basic Types

Numeric types DT € DT on which are defined operations o € O and
boolean relations r € R; D is the union of numerical domains.

Record types

User defined types are record types RT € RT, defined by a set of
numeric df € DF or reference rf € RF fields as follows:

struct RT { tyl f1; ... tyn fn; };

with tyi == DT |RTx and fi € FS = DF URF.
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CrLASS OF PROGRAMS: VARIABLES AND PROCEDURES

Language strongly typed except the null constant! J

Variable declaration
Numeric variables dv € DV and reference variables rv € RV are either
declared global or local to some procedure.

Procedure declaration

Explicit syntax for output parameters; all procedures return a result.
ty P(tyl vli, ..., tyn out vn)
{ // declarations for local vartables

ty v;

startp: // sequence of statements
TV E ooy ..

return v;

endp: }
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CrLASS OF PROGRAMS: EXPRESSIONS AND STATEMENTS

Boolean and numeric expressions

Fixed evaluation order of arguments; no side effects.
H

be := best | bv | r(de) | rvi==rv, | !'be | be/A\be | beV be
_)

de == dcst | dv | o(de) | rv—df

| A\

Reference expressions

No arithmetics on references!

re == null | Tv | rv—rf

| A\

Statements
Restricted procedure call; explicit dynamic memory (de)allocation.
astmt := dv=de | rv—df=de | rv=re | rv—rf=re | bv=be
|  rv=new RT | free(rv) | nop

stmt = astmt | v=P(7>) | stmt;stmt | if... | while...

v
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ExAMPLE REVISITED

struct list { int data; list* next};

list* search(list* h, int key) {
list* it; bool b;
it = h;
b = false;
while (!(it == NULL V b)) {
if (it->data == key)
b = true;
else
it = it->next;
¥
return it;

}
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ForRMAL SEMANTICS: PROGRAM CONFIGURATIONS

Memory configs Mem £ Stacks X Heaps S m

Store-less Heap

Absence of arithmetics over addresses permits the store-less semantics,
t.e. the heap locations are represented by a domain (L, =).

| A\

Strongly-typed Heap
Strong typing permits indexing of heap locations by program types, z.e.

L ={X} U U Ly,
tyeRT*

with X (for null) the only untyped value.

\

Then, the heap formal model is:
H € Heaps 2 [(L x FS)+ (D U L)]
with H(X, f) undefined for any H and f. 23 /149



FORMAL SEMANTICS: EXECUTIONS

Control points CP > (,{’
5 startp, endp for each procedure P € P
Stack Stacks £ [(CP x P x (DV»D U RV L)) |58
Memory Mem £ Stacks x Heaps > m
Configurations Config £ CP x (Mem U {merr}) > C

Natural Semantics Predicates

Ck stmt ~ C’
m - astmt ~ m’ | merr

mtF be ~» b | merr
mF de ~~ ¢ | merr
mkE re ~ a | merr

with b € {true,false}, c €D, a € LL.
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NATURAL SEMANTICS: RULES (SOME)

Vi.mt de; ~¢; r(cqy...,Cn) = true Ji. m+ de; ~ merr

mt r(de,...,den) ~ true mt r(des,...,den) ~ merr
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FroM ProcerAM TEXT To GRAPH MODEL

Definition
An inter-procedural control flow graph (ICFG) over a set of operations
Op is a tuple (V,0p, —, start, end) where:

@ V is a finite set of vertices,

@ start € V is a starting vertezx and end € V is a final vertexz,

@ Op is a finite set of labels,

@ —€ V x 0p x V is a finite set of edges.

For our class of program

Op2op == be | astmt | call v=P(...) | return v="P(...)

where (recall)

best | by | r(d—>e) | Tvi==rv; | 'be | be/Abe | beV be
astmt == dv=de | rv—df=de | rv=re | rv—=rf=re | bv=be

be

|  rv=new RT | free(rv) | nop
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CFQG FOR SEARCH

list* search(list* h, int key) {
list* it; bool b;
s0: it = h;
sl: b = false;
s2: while (!(it == NULL V b)) {

s3: if (it->data == key) h

s0

s4: b = true;
else
sb: it = it->next; s1
s6: }
s7: return it;
s8: }
b=false

s8

s6
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ICFG FOR SEARCH AND FOO

list* search(list* h, int key) {
list* it; bool bj;
s0: it = h; s0 fo
sl: b = false;

s2: while (!(it == NULL V b)) { PRI
it=h

s4: b = true;
else
sb: it = it->next;
s6: } sl f1
s7: return it;

}
o, intc'foo() { b=false

f1: p = search(l, d);

£2: e it==NULL V b
£3: } s2 s7
$ret=it

=search(l,d) :

'it->data!=key

return p=search(l,d) Y

28 /149



ICFG ForR USER ASSERTIONS

m: assert(be); =8 BAD
m

n:

n
m: assume(be);
m
n:
n
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ICFG AND LABELED T'RANSITION SYSTEMS

ICFG is a finite, syntactic object. )

The interpretation of ICFG using the natural semantics produces a
model of program executions, z.e. LTS.

Definition LTS
A labeled transition system is a tuple (C, Init, Out, X, —) where:

o C is a set of configurations,
@ Init € C and Out € C are sets of initial and exit configurations,

@ X is a finite set of actions,

@ —C C x X x Cis a set of transitions.

LTS is an infinite, semantic object. J
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CoNTROL PATHS, EXECUTION PATHS, RUNS

A control path is a path in the control flow graph:

oPo OPk
qo——d1...qx — qk+1

An execution path is a path in the labeled transition system:

(40, m0) 2% (q1,M1) -+ (qiy M) 25 (it 1, My 1)

A run is an execution path starting from the initial configuration:

(Gnity Minit) =% (q1, M) -+ (qicy M) 255 (Qrest, M 1)
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OUTLINE

e Foundations of Static Analysis by Abstract Interpretation
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REFORMULATE OUR GOAL

Over-approximate the set of configurations reachable from the initial

configuration.

The exact set of reachable configurations is:

Post® = U {(g,m m) occurs in o}
o :TUN
= U {q} x (postOpk 0...0 postopo) (Minit)
opo opy

qun.t_—_> _—_)q

where
post,, : MemU {merr} - Mem U {merr}

defined by the operational semantics, 7.e. standard semantics.

We focus on forward analysis. Exercise: Transpose to backward analysis. )
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REFORMULATE OUR GOAL

Over-approximate the set of configurations reachable from the initial

configuration at each program point.

Project Post* on each program point (ICFG vertex):

Post = |J q~ Post’(q) with q — 0 =0,
qeICFG
Post'(q) = U (PoSTop, - © POSTop, ) ((minit)
opgy oPK_1 opPy
qInit qx q
and

post,, : P(Mem U {merr}) — P(Mem U {merr})

is the collecting semantics, post,,(M) = Umem post,, (m).
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REFORMULATE OUR GOAL

Post " is called MOP for (forward) “Meet Over All Paths” and is the
most precise abstraction of the reachable configurations.

However, in the presence of control loops, the set of runs is infinite, so:

MOﬁ is not computable in general! J

Sound Solution

Over-approximate the initial system of equations over runs to a system
of in-equations over ICFG edges:

{Minict

Post (qmit) 2
Post (q') 2 postop(Post*(q)) for all ¢ 2 q’ € ICFG
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COMPLETE LATTICE

A partially ordered set (L,C) is a complete lattice if every X C L has
both a greatest lower bound MX and a least upper bound LIX in (L, C).

In a complete lattice (L, C)
@ Ll X is the most precise information consistent with all x € X
@ M X is the infimum of X, i.e., U {x|x C X}
o least element exists 1, L =L L=mM0
@ greatest element exists T, T =L (0 =ML

Example: Powerset Lattice

For any set S, (P(S), C) is a complete lattice.
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KNASTER-TARSKI FIXPOINT THEOREM

Let (L,C) be a partial order,
o f:L — L is monotonic iff Vx,y € L. x Cy = f(x) C f(y).
@ x € L is a fixpoint of f iff f(x) = x.

| A\

Theorem Knaster-Tarski
Let L be a complete lattice and f: [ — L a monotonic function. The
set of fixpoints of f is also a complete lattice.

Consequently, least fixpoint 1fp(f) and greatest fixpoint gfp(f) exist
and:

1fp(f) = MN{xel|f(x) Cx} least pre-fixpoint
gfp(f) = U{xeLlL|xCf(x)} greatest post-fixpoint
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LATTICE OF FIXPOINTS

L:

Picture from: Nielson/Nielson/Hankin, Principles of Program Analysts

AG

A

T
pre-fixpoints of f
gfp(f)

fixpoints of f

Ifp(f)

post-fixpoints of f

1
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REFORMULATE OUR GOAL

To avoid loss of precision, we focus on the least fixpoint of the system:

Post (qmit) 2 {Mmmi
Post (q') 2 postop(Post*(q)) for all ¢ 2 q’ € ICFG

called MFP for (forward) “Maximal Fixpoint”.

How to compute the smallest solution? See Kleene iteration!
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KLEENE ITERATION

Kleene Fixpoint Theorem

Let (L,C) be a complete partial order and f: [ — I monotonic. Then
1fp(f) is the supremum of the ascending Kleene chain of f, z.e.

lCfL)Cff(L)C...CcfL)C...

Observe that if f(1L) = f*1(L) for some i, then fi(_L) is 1£p(f).

Definition
(L, C) satisfies the ascending chain condition if every ascending chain
Xo C x1 C ... of elements of L is eventually stationary.

v

Termination

(f1(L))ien converges for (L, C) satisfying the ascending chain condition.

v
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IMPROVED KLEENE ITERATION: WORKSET ALGORITHM

1: = (;
2: for (all vertex q) { Plgq]l = L; W = Add(W,q); }

: PlqInit] = { mInit };

—
/* ¥q. Plql E MFP(q) A {mpit} E Plqmid A
Vq' ¢ W. post,,(Plq]) C Plq’] with (q,0p,q’) edge */

4: while (W != 0) {
5: q = Extract(W);
6: for (all edge (q,op,r)) {
7: t = post,, (Plql);
8 if (' (¢t E Plr])) {
9: Plr] = P[r] U t;
10: W = Add(W,r);

12: } /+ ¥q. Plql C MFP(q) /A P solution = P = MFP »/
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WORKSET ALGORITHM ANALYSIS

Termination

8: if (' (¢t C Plxr])) {

9: Plr] = P[r] U t;
10: W = Add(W,r);
11: }

WS terminates if (L, C) satisfies the ascending chain condition.

For any vertezx v the following sequence converges:
L C Plr] C P?[r] C ... where P¥[1] is the value of P[r] after visiting k
edges with target r.

Otherwise, change computation at line 9 to obtain convergence of
(P'r])ien for any 1, e.g. widening (see later).

Variants

| \

Different iteration strategies are obtained by changing the selection of
the visited vertices (Extract) and edges (line 6).
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PrecisioNn or MFP

For monotonic F,

o

MOP[q] C

MFPIq] for any reachable vertex q.

MF? J

qdo
q1 q2
=
3

qa

MOP|[q4]

MFPIq3]

MFP[q4]

(LDO):

//|\\
\|/

(x—=3y—2z-5)U(x—2,y—3,z—5)
(x+— T,y— T,z—5)
(x—3y—2z— LU (x—2;y—3,z— 1)
(x— T,y T,z+— 1)
(x—=T,y— T,z—T)
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COMPLETE LATTICE: EXAMPLES

For any set S, (P(S),C) is a complete lattice where
C=¢, n=() u=llYJ L=06 T=s

If S is finite then (P(S),C) satisfies a.c.c.

| \

Functions

For any set S and a complete lattice (L,C), (S — [,C) is a complete
lattice where
fCg if vxeS. f(x)Cg(x)

MF = Ax.M{f(x) | f € F}, LF = Ax.U{f(x) | f € F},
1 = Ax.L1, T = AT

If S is finite and (L, C) satisfies a.c.c. then (S — [, C) satisfies a.c.c.
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ABSTRACTION PRINCIPLE

Concrete Abstract
ICFG: (V,0p, —, start, end) ICFG: (V,0p, —, start, end)
Lattice: (L,C) Lattice: (L*,C%)
Initial: Init €L Initial: Imtﬂ erf
Semantics: post,, : L —— L Semantics: post LY £

|Abstract1on o L T2 L”|

Soundness: MFI_D) C MFI_D)ﬁ
N B

How to systematically ensure the correctness of this principle?
— Abstract Interpretation [Cousot&Cousot,79].
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ABSTRACT INTERPRETATION

Concrete Abstract
ICFG: (V,0p, —, start, end) ICFG: (V,0p, —, start, end)
Lattice: (L,C) Lattice: (L*,C%)
Initial: Init €L Initial: Init* € L
Semantics: post,, : L —— L Semantics: rTstﬁp ) Kty g

ETET
oL —L*

op) CS(postgp)
Soundness: cx(MFﬁ) C# MFI_’)‘i '

MFP MFP*

@ Correct abstraction: («,7v) is a Galois connection.

o Correct interpretation: oc(postop(x)) C# postgp(oc(x))
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GaLols CONNECTION

Definition

A Galois connection between two lattices (L, C) and (L*, C*) is a pair

of functions («,y) with a: L — L% and v : L — L satisfying, for all
x € L and y# € L%

alx) CF y* iF x T y@yh)

Vocabulary and intuition:
@ v is the concretisation function,
— v(y?) is the concrete value represented by y?.
@ « is the abstraction function,

— ax) is the most precise abstract value representing x
— concretisation of «(x) approximates x, i.e. J x.
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GALoIS CONNECTION: INTERVAL ABSTRACTION

(—‘oo.+>f:)
(—=00,0) (—é,Z) (0, +00)
<_V ( /1) (21/) (\1 2) (\1 )
—00, — N —2, - +00
(L,E) = (P(z),09) —— (Int, ©) /o S/ N/ N N
« (=00.-2) v, (-2,0)  (-1.1) (0.2 (2, +00)
. /N /N /NS ;

o« (=2-1) (1,00 (0.1) (1,2 -
N/ N/ N/ N/ N\

--------- (-2,-2) (~1,-1) (0,00  (1,1) _(2.2)--eeeerenr

SCZ —= 5 (inf(S),sup(S)) e.g. (—1,2) =5 (-1,2)

Ge+1,..,u  —— (¢,1) e.g. {=1,0,1,2} «X— (—1,2)
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GALoIS CONNECTION: SIGN ABSTRACTION

Exercise: Explicit the Galois connection for the Sign Abstraction, z.e.,

e.g.,ax)=< + ifxC{r|r>0}
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GALOIS CONNECTION: CHARACTERISATION

Let (L, C) and (L, C¥) be two lattices.

For any two functions «: L — L¥and y:Lf — L,

x Cy(oe(x)) for any x € L
A— H)ct yt b et

(L,C) — (L4, =t iff x(y(y))EFy*  for any yf € L

o« 1s monotonic

v is monotonic
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CORRECT SEMANTICS INTERPRETATION

Given a monotonic function f: [ — [, let consider a monotonic
function g° : L* — L that is a sound approximation of f, i.e.

xof(x) Cf gﬁooc(x)

For any monotonic function f: L — [ and any monotonic sound
approximation of f, g* : L — L% then

1fp(f) C v(1fp(g?))

A sound approximation of post,, is called (correct) abstract
transformer.

51 /149



ExAMPLE: ABSTRACT TRANSFORMER FOR INTERVALS

v

Let consider the Galois connection (P(Z),C) —— (Int, C)
04

The concrete transformer for op = (z > 0) is

post,-o(S) = {(veS[v>0} VS CZ
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ExAMPLE: ABSTRACT TRANSFORMER FOR INTERVALS

v

Let consider the Galois connection (P(Z),C) —— (Int, C)
04

The concrete transformer for op = (z > 0) is
post,-o(S) = {(veS[v>0} VS CZ

Several abstract transformers may be defined:
Lu)=Lifl>u

o gt o((t,w) = (max(0,0),u)
o hi_((t,uw)) = (max(0,t), o)
o fio((bu) =T

C

and notice that gi>0 Ct hﬁ;o C 1o
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ExAMPLE: ABSTRACT TRANSFORMER FOR INTERVALS

v

Let consider the Galois connection (P(Z),C) —— (Int, C)
04

The concrete transformer for op = (z > 0) is
post,-o(S) = {(veS[v>0} VS CZ

Several abstract transformers may be defined:
Lu)=Lifl>u

° gio((bw) = (max(0,0),u)
® hi,((t,w) = (max(0,0),00)
o fio((bu) =T
and notice that gi>0 C# hﬁ;o C f‘ﬁz;O.
What happens with 1fp (recall, used in MFP) of gg>o, h§>0, fg>o? J
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PRECISION OF ABSTRACT T'RANSFORMERS

For any two monotonic functions f, g on a complete lattice (L,C), if
f(x) C g(x) for all x € L then 1fp(f) C 1fp(g).

In the previous example, g is better than h¥!
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For any monotonic function f: L — [, the best abstraction of f is the
monotonic function f#: L# — Lf defined by:
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PRECISION OF ABSTRACT T'RANSFORMERS

For any two monotonic functions f, g on a complete lattice (L,C), if
f(x) C g(x) for all x € L then 1fp(f) C 1fp(g).

In the previous example, g is better than h¥!

Definition
For any monotonic function f: L — [, the best abstraction of f is the
monotonic function f#: L# — Lf defined by:

! =axofoy

But the best abstract transformer is difficult to compute!

— e.g., pOStg:e*e

for sign abstraction needs to solve e x e = 0.
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REcIPE TO DESIGN AN ANALYSIS

@ Design an abstract complete lattice (L#, C¥), simpler than the
concrete one (L, C), and formalise the “meaning” of abstract values
Y
by a Galois connection (L,C) —— (Lf, %)
x

— tests for equality with T%, 1%, algorithms for Cf, LIf, ...

@ Design a sound abstract transformer g* for each op € OP in ICFG.
— based on the natural semantics, try to be precise and efficient

© Compute 1fp(g’) using the some algorithm (e.g., workset) to
obtain an over-approximation of MFP.
— generic algorithm with parameters (L, C%), ICFG, and gti
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LYSIS OF NULL ALIASING [CC’77]

s0
(heh= T
] /.
< X
sl \ /
1
B
- . Initially:
cP| it | n | W
.
=) =] 51 L L
TEPreTE— zg i i
s4 sb s4 J_ 1
s6 s7 1 1
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EXAMPLE: ANALYSIS OF NULL ALIASING [CC’77]

s0
()= T
it=h / \
= X ~®
sl \ /
1
[e=teiee]
- o s0 extracted:
cP| it | n | W
e
=) =] 51 T T
VS zg I I 4
s4 sb sd 1 1
L sb 4L 1
e
s6 s7 1 1

posti, (it = vl ho uf) = (it » uf, h = uf)
55 /149



EXAMPLE: ANALYSIS OF NULL ALIASING [CC’77]

s0
hechH= T
it=h / \
X —X
sl \ /
1
[o-tesec]
) mi s - s2 extracted:
CP it h W
O
3 m sl T T
5w |7y
s4 sb sd N L
PR I
" s7 T T v

posthy (it = v s uf) = (it — v Mf =K, h i uf)
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EXAMPLE: ANALYSIS OF NULL ALIASING [CC’77]

s0
(LhchH= T
it=h / \
X —X
sl \ /
1
===
) w” i - s3 extracted:
CP it h W
o | L |7
3 m sl T T
G| T
» - s4 —X T v
oo I I
" s7 T T v
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EXAMPLE: ANALYSIS OF NULL ALIASING [CC’77]

s0
hechH= T
it=h / \
X —X
sl \ /
1
===
) mi T - s4 extracted:
CP it h W
O
3 m sl T T
5| w7
s4 sb sd X T
6 | -8 | T |
" s7 T T v
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EXAMPLE: ANALYSIS OF NULL ALIASING [CC’77]

s0
(hEH= T
it=h / \
X —X
sl \ /
1
=3
) w” V] - sb extracted:
CP | it h W
o L [T
3 m sl T T
5| w7
s4 s5 s4 X T
6 | T | T |V
" s7 T T v

POSth iy oo (it = VE o Uf) = (it = T, h = uf)

55 /149



EXAMPLE: ANALYSIS OF NULL ALIASING [CC’77]

s0
(CehH= T
it=h / \
X —X
sl \ /
1
=3
) mi o - s6 extracted:
CP | it h W
o L [T
3 m sl T T
5| w7
s4 s5 s4 X T
6 | T | T
" s7 T T v
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ExXAMPLE:

ALYSIS OF HEAP SEPARATION [CC’77]

Abstraction Idea
Partition the set of list variables (except NULL) such that:

ng q next™ next™
@ v1,Vv; belong to the same partition if v; N v

may be non-empty,
@ otherwise v, Vv, are in different partitions.

— the abstraction keep track of relation between variables

1234
vioov (Py, CF) = .
b

O «— 0 «— 0 «—— o

\—/ 14/23 -1/234° 124/3 13/24 123/4 134/2 -12/34

V3 V4 X
l l [ ] L [ ] [ ] [ ] [ ]
X «<— o o <«— o 1/23/4-14/2/3_1/24/3 13/2/4 12/3/4 1/2/34
N—

12/34  or  12/3/4

[
1/2/3/4
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0

xi=x;y=NULL

xi==NULL

sl s9
x|y?
s2
| yt=new (xi—>data,NULL) i'
[2op ]

s3
s4 sb
s6

s7 s8
yl=yt xi=xi->next

viCE ot iFprEvn Hun“.pgq

v U? u? based on union-find

Initially:

i

x ylxi y1 yt

e i

RS
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0
VECtutigvpeviageut. pCq

xi=x;y=NULL v# U uF based on union-find

xi==NULL

ot s s0 extracted:
!!i!%ﬂﬂ!!l
!’ xly?  cp vt W
s2 s0 x ylxi yl yt
| yt=new (#i—>data,NULL) i' sl x xi l y l yl yt v
s2 1
s3 m s3 1
— = s4 1
sb 1
s4 sb s6 1
<7 o
s8 1
s6 yl=yt s7 xi=xi->next =8 s9 1

(v!) = Extract(xi,v¥) L {x,xi} post’j (v = Extract(y,vﬁ)

Soatl
post y=NULL

xi=x
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0
VECtutigvpeviageut. pCq

xi=x;y=NULL v# U uF based on union-find

xi==NULL

ot s sl extracted:
_xi!=NULL
! x|y? CP Ve W
s2 s0 x ylxi yl yt
| yt=new (#i—>data,NULL) i' sl x xi l y l yl yt
s2 | x xilylyl yt | v
s3 m s3 J_
— = s4 1
sb 1
s4 s5 s6 1
7 L
s8 1
U yl=yt B/ Xi=xi->next 28 sQ x xi l y l yl yt ‘/

pOSt£i==NULL (Vn) = pOStii!=NULL(Vﬁ) =V
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0
VECtutigvpeviageut. pCq

xi=x;y=NULL v# U uF based on union-find

xi==NULL

ot s s2 extracted:
_xi!=NULL
! x|y? CP Ve W
s2 s0 x ylxi yl yt
| yt=new (#i—>data,NULL) i' sl x xi l y l yl yt
s2 x xilylyl yt
s3 [2or] s3 x xilylyllyt | Vv
o4 n
sb 1
s4 s5 s6 1
e -
s8 1
s6 yl=yt s7 xi=xi->next s8 s9 x xi l y l yl yt ‘/

postm (v¥) = Extract(yt, v})

yt=new...
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0

xi=x;y=NULL

xi==NULL

sl s9
x|y?
s2
| yt=new (xi—>data,NULL) i'
[2op ]

s3
s4 sb
s6

s7 s8
yl=yt xi=xi->next

VECtutigvpeviageut. pCq

viu

# 1" based on union-find

s3 extracted:

CP v w
s0 x ylxi y1 yt

sl x xilylyl yt

s2 x xilylyl yt

s3 | x xilylyllyt

s4 | x xilylyllyt | V
sb x xilylyllyt | V
s6 1

s7 1L

s8 1

s9 | x xilylyl yt | v
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0
Vit utigvpevi3geut. pC g

xi=x;y=NULL v# U uF based on union-find

xi==NULL

ot s s4 extracted:
[it=NuLL]
! xly? CP VF W
E2 s0 x ylxi y1 yt
|yt=new(eﬂ.—>dﬁ-ta’ ,NULL)i' sl X Xllylyl yt
s2 x xilylyl yt
& (o2 s3 | x xilylyllyt
s4 | x xilylyllyt
sb x xilylyllyt | V
S ES s6 x xily ytlyl | v
ol 4
s8 1
U yl=yt B/ Xi=xi->next eE sQ X Xllylyl yt ‘/

postgzyt (v¥) = Extract(y, v!) L* {y, yt}
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0
Vit utigvpevi3geut. pC g

xi=x;y=NULL v# U uF based on union-find

xi==NULL

ot s sb extracted:
[xit=nuLL]
! xly? CP VF W
s2 s0 x ylxi yl yt
|yt=new(«x—i—>dﬁ%a,NULL)i' s1 X Xllylyl yt
s2 x xilylyl yt
s3 [2or s3 x xilylyllyt
s4 | x xilylyllyt
sb x xilylyllyt
S ES s6 x xily yt y1 | v
ol 4
s8 1
s6 yl=yt s7 xi=xi->next s8 s9 X Xllylyl yt ‘/

p05t51—>next=yt (Vu) = vﬁ uﬁ {yl’ yt}
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0

xi=x;y=NULL

xi==NULL

sl s9
x|y?
s2
| yt=new (xi—>data,NULL) i'
[2op ]

s3
s4 sb
s6

s7 s8
yl=yt xi=xi->next

Vit utigvpevi3geut. pC g

viu

# ¥ based on union-find

s6 extracted:

CP v W
s0 x ylxi y1 yt

sl x xilylyl yt

s2 x xilylyl yt

s3 | x xilylyllyt

s4 | x xilylyllyt

sb x xilylyllyt

s6 x xily yt yl

s7 x xily yt y1 | V
s8 4

s9 | x xilylyl yt | v
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0

xi=x;y=NULL

xi==NULL

sl s9
x|y?
s2
| yt=new (xi—>data,NULL) i'
[2op ]

s3
s4 sb
s6

s7 s8
yl=yt xi=xi->next

Vit utigvpevi3geut. pC g

viu

# ¥ based on union-find

s7 extracted:

CP v W
s0 x ylxi y1 yt
sl x xilylyl yt
s2 x xilylyl yt
s3 | x xilylyllyt
s4 | x xilylyllyt
sb x xilylyllyt
s6 x xily yt yl
s7 x xily yt yl
s8 x xily yt y1 | V
s9 | x xilylyl yt | v
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0

xi=x;y=NULL

xi==NULL
sl s9

x|y?

s2

| yt=new (xi—>data,NULL) i'

s3
s4 sb
s6

s7 s8
yl=yt xi=xi->next

Vit utigvpevi3geut. pC g

viu

# ¥ based on union-find

s8 extracted:

CP v W
s0 x ylxi y1 yt
sl x xily yt y1 | V
s2 x xilylyl yt
s3 | x xilylyllyt
s4 | x xilylyllyt
sb x xilylyllyt
s6 x xily yt yl
s7 x xily yt yl
s8 x xily yt yl
s9 | x xilylyl yt | v
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0

xi=x;y=NULL

xi==NULL
sl s9

x|y?

s2

| yt=new (xi—>data,NULL) i'

s3
s4 sb
s6

s7 s8
yl=yt xi=xi->next

Vit utigvpevi3geut. pC g

viu

# ¥ based on union-find

sl extracted:

CP v W
s0 x ylxi y1 yt
sl x xily yt y1
s2 x xily yt y1 | Vv
s3 | x xilylyllyt
s4 | x xilylyllyt
sb x xilylyllyt
s6 x xily yt yl
s7 x xily yt yl
s8 x xily yt yl
s9 | x xilylyl yt | v
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0
Vit utigvpevi3geut. pC g

xi=x;y=NULL v# U uF based on union-find

xi==NULL

= * ... and a 2nd tour:
,

x|y? CP o W
s2 s0 x ylxi yl yt
|yt=new(x—i—>dﬁ%a,NULL)i' sl x xily yt y1
s2 x xily yt y1
=3 [z s3 | x xily yllyt
¢ | % xily yllye
sb x xily yllyt
st =5 s6 x xily yt yl
7| % xily ye 72
s8 | x xily yt yl

*° yl=yt s7 xi=xi->next ES s9 X Xi'y yl yt v
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0
Vit utigvpevi3geut. pC g

xi=x;y=NULL v# U uF based on union-find

xi==NULL

ot s s9 extracted:

,

x|y’ CP VF W

E2 s0 x ylxi y1 yt
|yt=new(eﬂ.—>dﬁ-ta’ ,NULL)i' sl X Xlly yt yl
s2 x xily yt y1
& (o2 s3 | x xily yllyt
| xxily yalye
sb x xily yllyt
S ES s6 x xily yt yl
| xalyye
s8 x xily yt y1
U yl=yt B/ Xi=xi->next eE sQ X Xlly yl yt
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EXAMPLE: ALYSIS OF HEAP SEPARATION [CC’77]

copy(x,out y): s0

xi=x;y=NULL

xi==NULL

sl s9
xlyv
s2
| yt=new (xi—>data,NULL) i'
[2op ]

s3
s4 sb
s6

s7 s8
yl=yt xi=xi->next

Vb Tt

ViUt

ifprEvn aun”,pgq

u! based on union-find

CP v w
s0 x ylxi y1 yt
sl x xily yt y1
52 x xily yt yl1
s3 x xily yllyt
s4 x xily yllyt
sb x xily yllyt
s6 x xily yt yl
s7 x xily yt yl
s8 x xily yt yl
s9 x xily y1 yt
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

(Int, C)

Initially:
e or )il w
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

i=0
s2 s5

1 extracted:
[ee] i
CP| i | W

(Int, C)

1
ES sl T
s2 | (0,0) | v
i=i+1 m 53 J_
s4 1
s4 sb 1
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

i=0
s2 s5

s2 extracted:
[t
CP| i | W

(Int, C)

ES sl T
s2 | (0,0)
i=itt [222] s3 (0,0) v
s4 1
s4 sb 1
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

i=0
s2 s5

s3 extracted:
[t
CP| i | W

(Int, C)

ES sl T
s2 | (0,0)
imi+l [z ] s3 (0,0)
sa | (1,1) | v
s4 sb 1
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

i=0
s2 s5

s4 extracted:
[t
CP| i | W

(Int, C)

ES sl T
s2 | (0,1) | V
i=i+l [z ] s3 (0,0)
s4 | (1,1)
s4 sb 1

Recall: (0,0) L (1,1) = (0,1).
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

i=0
s2 s5

s2 extracted:
[t
CP| i | W

(Int, C)

ES sl T
s2 | (0,1)
i=itt [222] s3 (0,1) v
s4 (1,1)
s4 sb 1
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

i=0
s2 s5

s3 extracted:
[t
CP| i | W

(Int, C)

ES sl T
s2 | (0,1)
i=i+l [z ] s3 (0,1)
s4 (1,2) v
s4 sb 1
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

i=0
s2 s5

s4 extracted:
[t
CP| i | W

(Int, C)

ES sl T
s2 | (0,2) | vV
imi+l [z ] s3 (0,1)
s4 | (1,2)
s4 sb 1
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

i=0
s2 s5

... 98 it. later @
q
CP| i | W

(Int, C)

ES sl T
s2 (0,100) | v
i=itt [222] s3 (0,99)
s4 (1,100)
s4 sb 1
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

(Int, C)

sl extracted:
-i<=99
= CP| i | W

ES sl T
s2 | (0,100)
e s3 | (0,99
s4 | (1,100)
. s5 | (100,100) | v
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

Termination not guaranteed because (Int, C) does not satisfy a.c.c.!

sl

(Int, ©)
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WIDENING FOR INTERVALS

Given a complete lattice (L, C), a widening operator V:L x L — L
satisfies

o Vx,ye L. xUyLCxVy

o for all sequences (ly)nen, the (ascending) chain (Wn)nen
wo =lo, Wit =WVl fori>0
stabilises eventually.

Widening for (Int, C): (€0, uo)V (€1, w1) = (£2,u2) where

0 — eo if fo < 61 - Uo if Uo 2 uq
271 —co otherwise ° )| +oo otherwise

Example of widening chain: 1 C (0,0) C (0,0)v(0,1) = (0, +o0)
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0
(Int, Q)
s2 sb
With L, in 100 it.: Initialy:
CP| i CP|i|W
o sl T
s2 (0,100)
(=] — s3 (0,99)
s4 (1,100)
sa s5 | (100,100)

Solution (naive): Apply widening instead LI in the workset algorithm.
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0

52 -
With U, in 100 it.: s1 extracted:

(Int, ©)

CP ‘ i CP ‘ i ‘ W
s sl T sl T
=] s2 | (0,100) s2 | (0,0) | v
= s3 | (0,99) s3 | L
s4 | (1,100) s4 | L
e sb (100,100) sb 1
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0

52 -
With U, in 100 it.: s2 extracted:

(Int, ©)

CP ‘ i CP ‘ i ‘ W
=3 sl T sl T
] s2 | (0,100) 2 | (0,0)

[i=n1] s3 | (0,99) s3 | (00) | v
s4 | (1,100) s | L
54 s5 | (100,100) 5 | L
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0

52 -
With U, in 100 it.: s3 extracted:

(Int, ©)

CP ‘ i CP ‘ i ‘ W
=3 sl T sl T
] s2 | (0,100) 2 | (0,0)
[i=n1] s3 | (0,99) s3 | (0,0)
s4 | (1,100) sa | (1,1) | v
54 s5 | (100,100) 5 | L
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0

(Int, C)
52 s5
With U, in 100 it.: s4 extracted:
CP ‘ i CP ‘ i ‘ A
s sl T sl T
o] s2 | (0,100) s2 | (0,400) | v
= s3 | (0,99) 3 | (0,0)
s4 | (1,100) s4 | (1,1)
s s5 | (100,100) s5 1
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0

(Int, Q)
s2 sb
With U, in 100 it.: s2 extracted:
CP | i CP | i | w
> s1 T sl T
o] s2 | (0,100) s2 | (0,400)
= s3 | (0,99) 3 | (0400) | v
s4 | (1,100) s4 (1,1)
7 s5 | (100,100) s5 | (100,400) | v
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0

(Int, Q)
s2 sb
With U, in 100 it.: s3 extracted:
CP | i CP | i | w
> s1 T sl T
o] s2 | (0,100) s2 | (0,4+00)
= s3 | (0,99) 3 | (0,+00)
s4 (1,100) s4 (1,+00) v
s s5 | (100,100) s5 | (100,400)
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0

(Int, Q)
s2 sb
With U, in 100 it.: s4 extracted:
CP | i CP | i | w
> s1 T sl T
o] s2 | (0,100) s2 | (0,400) | v
= s3 | (0,99) 3 | (0,+00)
s4 | (1,100) s¢ | (1,400)
7 s5 | (100,100) s5 | (100,400)

60 / 149



ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0

(Int, Q)
s2 sb
With U, in 100 it.: With v, in 2 it. @
CP| i CP | i | W
s3 sl T sl T
= s2 (0,100) s2 (0,400)
(=] s3 (0,99) s3 (0,+00)
s4 (1,100) s4 (1,400)
s4 s5 | (100,100) s5 | (100,4+00)
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ExaMPLE: NUMERIC ANALYSIS WITH INTERVALS

sl

i=0

(Int, Q)
s2 sb
With U, in 100 it.: With v, in 2 it. @
CP| i CP | i | W
s3 sl T sl T
= s2 (0,100) s2 (0,400)
(=] s3 (0,99) s3 (0,+00)
s4 (1,100) s4 (1,400)
s4 s5 | (100,100) s5 | (100,4+00)

Conclusion: Widening speeds up termination with some precision loss!
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OTHER SOLUTIONS FOR FAST AND PRECISE TERMINATION

Widening on “loop separators”: i.e., one point by ICFG cycle, e.g.

it

t
Widening “up to”: take into account constants in boolean conditions
——[Jeannet et al,11]
Delayed widening: apply V after k > 2 iterations

Narrowing: iterate again from the result obtained by widening

Accelerate: introduce iteration variables for loops

——[Gonnord & Halbwachs,06]
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NUMERICAL ABSTRACT LATTICES

Intervals: Ay £x < ¢ [Cousot&Cousot,77] O(n)
Differences: A\ yev X —y < ¢

Octagons: Ayyev £xEy<c [Ming’01] O(n3)
Polyhedra: N\ Ly cveixi <c [Cousot& Halbwachs,78] O(2™)

More precision leads to higher costs (in n = |V]) of lattice operations.
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NUMERICAL ABSTRACT LATTICES

Intervals: Ay £x < ¢ [Cousot&Cousot,77] O(n)
Differences: A\ yev x—y < c o(n?)
Octagons: Ayyev £xE+y <c [Ming’01] O(n3)
Polyhedra: N Iy cveixi <c [Cousot& Halbwachs,78] O(2™)

More precision leads to higher costs (in n = |V]) of lattice operations.
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SOME FREE IMPLEMENTATIONS

Apron:

Fixpoint:

Interproc:

Frama-C:

PPL:

numerical domains (C, C++, and Ocaml), normalised
interface, wrapper PPL, tools for arithmetical expressions
— apron.cri.ensmp.fr, [Jeannet& Ming,09]

engine for computing 1fp from ICFG and lattice
— pop-art.inrialpes.fr/people/bjeannet

on-line analyser for a simple language
— pop-art.inrialpes.fr/people/bjeannet

platform for verifying and analysing C programs
— frama-c.com

numerical domains (C++)
— bugseng. com/products/ppl/, [Bagnara et al,08]
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apron.cri.ensmp.fr
pop-art.inrialpes.fr/people/bjeannet
pop-art.inrialpes.fr/people/bjeannet
frama-c.com
bugseng.com/products/ppl/

GENERAL INTERFACE FOR ABSTRACT DOMAINS

module AbsDom is
type D;
operations
copy : D ->D
size : D -> int

minimize : D -> unit
hash : D -> unit

bot, top : int -> D
of _itv : itv -> D

is_bot, is_top : D -> bool
is_leq, is_eq : D -> D -> bool

sat_itv : D -> itv -> bool

itv_of_var : D -> V -> itv
to_itv : D -> itv

meet, join : D ->D ->D

post_bexp, pre_bexp : D -> bexpr -> D
post_astmt, pre_astmt : D -> var -> expr -> D

widen :D->D ->D
widen_upto : D -> D -> expr -> D

add_dim, prj_dim : D -> var list -> D

print : D -> ostream -> unit
end module

~~ Apron [Jeannet& Ming,09]
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o F. Nielson, H. R. Nielson, and C. Hankin,
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o VTSA Talks: G. Sutre — 2008, D. Monniaux — 2012, M.
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OUTLINE

e Application: Programs with Lists and Data
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APPLICATION

Programs with Lists and Data

— Invariant Synthesis by Abstract Interpretation —
joint work with A. Bouajjani, C. Drdgoi, C. Enea

CAV’10, PLDI'11
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MOTIVATION: EXAMPLE

struct list { int data; list* next; };
/* Q@assume: n>2 %/
list* fibList(int n) {
int k = 1; list* 1f = newList(1,NULL);
1f = pushList(1f,1);
while(k<n) {
1f = pushList(1f,1f->data+lf->next->dt);
k = k+1;
}

return 1f;
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MOTIVATION: EXAMPLE

struct list { int data; list* next; };
/* Q@assume: n>2 %/
list* fibList(int n) {
int k = 1; list* 1f = newList(1,NULL);
1f = pushList(1f,1);
while(k<n) {
1f = pushList(1lf,1f->data+lf->next->dt);
k = k+1;
}

return 1f;
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MOTIVATION: EXAMPLE

struct list { int data; list* next; };
/* Q@assume: n>2 %/
list* fibList(int n) {
int k = 1; list* 1f = newList(1,NULL);
1f = pushList(1f,1);
while(k<n) {
1f = pushList(1lf,1f->data+lf->next->dt);
k = k+1;
}

return 1f;

} /* Qassert:lseg(1f,NULL,n) A...A Vi.0<i<n-2 = Uf[i]=If[i+1]1+1f[i+2] */
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MOTIVATION: EXAMPLE

struct list { int data; list* next; };
/* Q@assume: n>2 %/
list* fibList(int n) {
int k = 1; list* 1f = newList(1,NULL);
1f = pushList(1f,1);
while(k<n) {
1f = pushList(1lf,1f->data+lf->next->dt);
k = k+1;
}

return 1f;

} /% Qassert:lseg(1f,NULL,n) A...A Vi.0<i<n-2 = f[i]=0f[i+11+1f[i+2] */

v prove the program and the correct access to the memory
v infer automatically the annotations given
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MOTIVATION: EXAMPLE

struct list { int data; list* next; };
/* Q@assume: n>2 */
list* fibList(int n) {
int k = 1; list* 1f = newList(1,NULL);
1f = pushList(1f,1);
while(k<n) {
1f = pushList(1lf,1f->data+lf->next->dt);
k = k+1;
}

return 1f;

} /% Qassert:lseg(1f,NULL,n) A...A Vi.0<i<n-2 = f[i]=0f[i+11+1f[i+2] */

Other tools:

@ TVLA [Sagiv et al, 07, 11]
— fixed set of data constraints, no size constraints

@ SLAyer, Infer [Berdine, Cook & Ishtiaq, 11]
— no data or size constraints
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COMPARISON WITH NUMERICAL ANALYSES

/* Qassume: n>1 */
int fib(int n) {
int fp = 1; int f1 = 1; int 1 = 1;
/* n>i>1 N\ 1<i,fp<fl */
while(i<n) {
/* 1<i<n A 1i,fp<fl x/
int t = fp+fl;
/* 1<i<n A 1<i,fp<fl<t */
fp = £f1;/* 1<i<n A 1,i<fp=f1<t */
fl = t; /* 1<i<n A 1<i,fp<fl=t */
i=i+1;/% 1<i<n A 1<i,fp<flx/

Octogonal constraints:
AEx+y<c

\/ Interproc & Apron

}
/* 1<n=i N\ 1<i,fp<fl */
return fl;

} /* @assert: fib(n)>n>1 *x/
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INTRA-PROCEDURAL ANALYSIS MODEL

Recall the formal model of IMPR:

Control points CP > {, ¢’
5 startp, endp for each procedure P € P

Stack Stacks £ [(CP x P x (DV»D U RV L)) 55
Heap Heaps 2 [(L x FS)+ (D U L)] > H
Memory Mem £ Stacks x Heaps > m

Configurations Config £ CP x (MemU {merr}) 3 C
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INTRA-PROCEDURAL ANALYSIS MODEL

Consider IMPR without recursive procedures, then:

Control points CP > {, ¢’

Stack Stacks =DV D U RV- L3S
Heap Heaps 2 [[L x FS)+ (D U L)l > H
Memory Mem £ Stacks x Heaps > m

Configurations Config 2 CP x (MemU {merr}) > C

Mem is represented by deterministic labeled graphs, 2.e.:

A heap graph is a tuple (V, &, L) where N =1L is a set of (typed)
graph nodes, £ : N'x RF-+ N is a set of (reference field) labeled edges,
and £: (N — P(RV)) U (N x DF-+ D) is node labeling function.
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INTRA-PROCEDURAL ANALYSIS MODEL

Consider IMPR without recursive procedures, then:

Control points CP > {, ¢’

Stack Stacks =DV D U RV- L3S
Heap Heaps 2 [[L x FS)+ (D U L)l > H
Memory Mem £ Stacks x Heaps > m

Configurations Config 2 CP x (MemU {merr}) > C

Mem is represented by deterministic labeled graphs, e.g.:

ht

@4@
2 6 2 4
[x

2
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HeEAP GRAPHS FOR LISTS OF INTEGERS (1/2)

For programs with lists of integers, 2.e.,
RT ={list} with RF = {next} and DF = {data},

the heap graph model is a labeled functional graph, i.e., (N, &, L)
where:

o N=L
o E:N\{K} = NV
o L:(N—=PRV)) U (NM\{X}— D).

Particular case

A heap graph without data labels on nodes is called pure heap graph.
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HeEAP GRAPHS FOR LISTS OF INTEGERS (2/2)

Furthermore, a precise abstraction of these heap graphs keeps only cut
nodes and a set of integer words.

A cut node is a node labelled by a variable or having at least two
incoming edges. A node which not a cut node is called anonymous.
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HeEAP GRAPHS FOR LISTS OF INTEGERS (2/2)

Furthermore, a precise abstraction of these heap graphs keeps only cut
nodes and a set of integer words.

A cut node is a node labelled by a variable or having at least two
incoming edges. A node which not a cut node is called anonymous.
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HeEAP GRAPHS FOR LISTS OF INTEGERS (2/2)

Furthermore, a precise abstraction of these heap graphs keeps only cut
nodes and a set of integer words.

A cut node is a node labelled by a variable or having at least two
incoming edges. A node which not a cut node is called anonymous.

Property

The number of pure heap graphs with only cut nodes is finite (for
finite RV). — Idea: reverse edges!
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ABSTRACT HEAP GRAPHS: IDEA

The only source of infinity are the integer words — abstract them! J

19]

u —
X

[1,3] [5]
y A

where « on integer words may be, e.g.:

—
vt

a, 9, q, i)
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ABSTRACT HEAP GRAPHS: IDEA

The only source of infinity are the integer words — abstract them! J

19]

<
=
o

ak, g,

where « on integer words may be, e.g.:

Universal constraints abstraction

G=1AIN=1AR<I A
o] > N[O A X0 =1 A Glo]%2=0 A
Vi0<i<iXl=X[{Al>1 A

Vi.0<i< |g|:>g[l]%220 73/ 149



ABSTRACT HEAP GRAPHS: IDEA

The only source of infinity are the integer words — abstract them! J

[9] x

where « on integer words may be, e.g.:
Sum constraints abstraction

%G, N,G) = Z(N)—Z(R)>1 A I() < I(@) A
<G A RI<ZN)
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ABSTRACT HEAP GRAPHS: IDEA

v is defined using models of integer words constraints. J

[9] x

~

aX, 5, N, @) = 1ol > N[Ol A RIS A... A
Vii0<i< X=X =1 A
Vi.0<i<[jl = ylil%2=0
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ABSTRACT HEAP DOMAIN Ay(Aw)

Definition
Given Aw an abstract domain on words, the domain of abstract heaps
is:

Ag(Aw) = (L8, 5, U5, nf, TH, 1 F)
where
V(G,W) € L — G € pure heap graph without anonymous, W € &%

(G1,Wy) CH (G2, W3) iff Gy =50 G2 and Wy TV W,

(G, Wi LW W,) if Gy =50 G2

H _
(G, W) U™ (G2, W) = { TH otherwise

and M defined similarly. TH and 1¥ are special values such that

wil ¢ [H, | # cH L CH 7
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ABSTRACT HEAP SET DOMAIN Ags(Aw)

The abstract heap set domain Aygs(Aw) is the power-set domain of
Am(Aw) such that for any v € LS, vFIS does not contain two
abstract heaps with isomorphic pure heap graphs.
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LocicAL ViEw: HEaAP GRAPHS

Main logics for specifying heap graphs:

e FO(G)+TC [Immerman et al, 87, 04]
— decidable fragment LRP [Yorsh et al, 06]
— decidable fragment CSL [Bouajjani et al, 09

o Calculus of reachability [Nelson, 93]

t
— conjunction of reachability predicates p Bt g is decidable
X
— extension for well-founded lists [Lahiri & Quadeer, 06]

@ Separation Logic [Reynolds et al, 99]

— decidable if no quantification [Calcagno, Yang & O’Hearn, 01]
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SEPARATION LoOGIC: FRAGMENT OF SYMBOLIC HEAPS

Assertions: EI?. T Z where

E,F == x|X x € RV, X logical variable
T = E=F|EAF|TTATI pure formulas
> = emp|E—{(fi,F) | Z+xZ spatial formulas

No Aliasing: (S,H) &= E # Fiff S(E) # S(F)
Empty heap: (S,H) = emp iff dom(H) =0

An allocated cell: (S,H) &= E — {(fi, Fi)}
iff dom(H) = S(E), H(S(E), fi) = S(Fi) for any i

Separating conjunction: (S,H) & Xq * X, iff

H=H; UH; s.t. dom(H;) N dom(Hz2) =0 and
(S,Hi) = Iy, (S,H2) = 22
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SEPARATION LoOGIC: FRAGMENT OF SYMBOLIC HEAPS

To specify unbounded heap %raphs, use inductive predicates defined by
a set of rules of the form P(E) £ 3IX.TTA L J

E,F == x|X x € RV, X logical var.
T == E=F|E#AF|TTATI pure formulas
z = emp |E—={(fi,F)h|ZxZ| P(E)) spatial formulas
Examples:
1s(E,F) £ E=FAemp
1s(E,F) £ IX.E#F*E e {(next,X)}x1s(X,F)

E #FAE — {(next, F)}
IX. E#F*Ew— {(next,X)} *1s* (X, F)

—
2]
+
m
-
> 11>

E=FAemp
IX,Y. E#F*E — {(next, X), (s,Y)} * 1s* (Y, B) * n11(X, F, B)
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SEPARATION Locic FRAGMENT

The fragment of SL using only 1s™ (also true for 1s) has good
properties:

© Compositional reasoning due to separation conjunction

{P} stmt {Q}
{P % R} stmt {Q * R}

© Satisfiability and entailment are in PTIME [Cook et al, 11]
© Closure under post image of IMPR due to logic variables
© Efficient symbolic representation: functional graphs

© Not closed under —, not stably infinite
— combination with other logic theories is difficult
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LocicAL VIEw: ARRAY PROPERTIES

Some decidable logics for specifying arrays of integers:

© Quantifier free with permutation predicate [Suzuki & Jefferson, 80]

store(a,i,v) A afjl =b[jl] = perm(a,b)

@ Array Property Fragment [Bradley, Manna & Sipma, 06]

n>0 A alf] <k A Vi n<i <ip <= @(aliz], alis], alf])

© Logic of Integer Arrays [Habermehl, Iosif & Vojnar, 08]

Vi.i= 0 — afil—ai+1<k
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LocicAL VIEw

Any element of L™ has a logical representation by a formula:
\/ IX:. (@5t Aar)
i

where:
° (piSL € SL(1s") whose Gaifman graph is a pure heap graph
o for any i,j, Gaifman graph of (ng and (ijL are not isomorphic
° II)}\L are formulas in some logic over arrays AL
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LocicAL VIEw

Any element of L™ has a logical representation by a formula:
\/ IX:. (@5t Aar)
i

where:
° (piSL € SL(1s™) whose Gaifman graph is a pure heap graph
o for any i,j, Gaifman graph of (PEL and (ijL are not isomorphic
e %, are formulas in some logic over arrays AL

Decidability Issues

Vi.0<i<n—2= Uf[i] = Ui+ 1] + i + 2

is not in a decidable array logic!
Solution: use sound but incomplete procedures for satisfiability (:.e.,
— |7 and entailment (i.e., CAL)
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DoMAIN OF ARRAY LOGIC FOR Aw

@ “all the values in n are greater than 3”
Vi.0<i<n|=nli >3
@ “n contains a Fibonacci sequence”
Vig, g, 13. 0 < iy, o, 13 < MIAL <1 12 <3 13 = 1iliz] = nli] + nfiy]

Vi],iz. 0< 11,1 < |ﬁ|/\i1 <1 :>1/’\‘Lﬁ2] —ﬁ[h] > 1 —1

@ “lists n and m have the same content”

M =mAVL,1.0<i< A0 < < mAi=1 = nli] = mli’]
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DoMAIN OF ARRAY LOGIC FOR Aw

is parameterised by

@ a set of guard patterns G, e.g., G ={gau, 9<, g+1} with

gaul(i,n) = 0<i<n
g<(i1,iz,n) = 0< i] < iz < |TL|
g (iniizn) == 0<ii<tia<iiz <l

@ a numerical abstract domain Ay, e.g., polyhedra, octagons, ...

H

Az > E(N),U(N, 1)
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DoMAIN OF ARRAY LOGIC FOR Aw

A[U = (AUa EU) |—|Ua HU) TU) J—U)

NIAAVT. N)— Uu(N, 1)
geg
with sound but incomplete lattice operations:

o E'A(gi— Ul); CY E2A(gi— U

if E' CZ E? and for any i, (E! /\U{) CZ (E2 /\Uiz)
o E'A(gi— Ul) LY E2A(gi— U

gives E' U2 E? and for any i, g; — (E! /\Ul) Lz (Ez/\U.iz)
@ ENA(gi— W)y = TV

if E =TZand for any i, Uy = TZ
@ ENA(gi— W)y = LY

if E = 1% or exists i such that EAU; = 1%

sound, but weaker than sat testing — may delay termination!
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WIDENING OF ABSTRACT HEAPS

Recall: Widening not needed for pure heap graphs (finite lattice)!

Like for lattice operations, v is applied for values with isomorphic
graphs, z.e.

(Go, Wo) V¥ (G1,W1) & (G, WovWy) if Go ~iso G1

where

(E°A(gi = Ud)) Y (E'A(gi = UD) 2 (E2A (g — Uf))

and
EZ é EO VZ E]
u 2 (E°AUud)vZ (e AUl
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ABSTRACT T'RANSFORMERS: ISSUES

w, ®9N,0) IR W, RINK)

Define a procedure for existential quantifier elimination in AL. l

Required by Issue 1:

Define a procedure for concatenation of array properties in AL (fold).
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ABSTRACT T'RANSFORMERS: ISSUES

l'IJAL(?’ !N\!G) LIJ,AL()/(\S,\"\/}I)

Define a procedure for existential quantifier elimination in AL. l

Required by Issue 1:

Define a procedure for concatenation of array properties in AL (fold).
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ABSTRACT T'RANSFORMERS: ISSUES

Define a procedure for universal formula unfolding at i = 0 (unfold).
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ABSTRACT T'RANSFORMERS: unfold

Xi=x->next
e N e N
X X

W, ®IN0)
Easy case: only gou(i,n) = 0<i< 1|
YALR,G,N,G) = R[0=>1 A Go1%2=0 A 2<RI <Gl A
Vi.o<i<PX=xX[il>1 A
Vi, 0 <i< [§l = §li%2=0
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ABSTRACT T'RANSFORMERS: unfold

Xi=x->next

e N X e N

NESAN) W, RINGR)
Easy case: only gou(i,n) = 0<i< 1|
YALRG,N, Q) = XO1=1 A Gol%2=0 A 2<RI <Gl A

Vi.o<i<PX=xX[il>1 A
Vi.0<i< [yl = ylil%2 =0

YiL(% U, N, 4, %) = X021 A giol%2=0 A Kl=1A2<T+[x <l A
X0l =1 A
Viio<i<[il=xlil>1A
Vi. 0 <i< [§] = Yil%2 =0
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ABSTRACT T'RANSFORMERS: unfold

W, &5, W, ®RINAR)
Less easy case: only gau, g<(i1,i2,1) == 0<i <12 <7
VALK, G, N,T) = RI0I=1 A Gloj%2=0 A 2<RI<[Gl A

<
Vi. 0 < i< [x] = x[0] > X[i] A
Vi 0<ir <l < Xl = X[] >
Vi.0<i< [yl = Ylil%2 =0
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ABSTRACT T'RANSFORMERS: unfold

NESAN) W, RINGR)
Less easy case: only gau, g<(i1,i2,1) == 0<i <12 <7
VA%, G, N,0) = X0>1 A GO%2=0 A 2<RI <Gl A
Vi, 0 < i< [x| = x[0] > X[i] N
Vi. 0 < 1y <12<‘X|:>X[l]} >Xli2] A
Vi. 0 <i< [yl = Ylil%2 =
YR NGLE) = XO0=1AGO%2=0 AR =1A2<T+K <G A
X[0] = x:[0] AVi. 0 < i< [xi| = xi[0] > xi[i] A

Vi.0<ip <iz < |>a\:>>a[m > xill2] A
Vi. 0 <i< [l = ylil%2 = 89 /149



ABSTRACT T'RANSFORMERS: unfold

Xi=x->next

e N X e N

NESAN) W, RINGR)
Difficult case: only gau, g+1(i1,i2,1) == 0< i1 <1 12 <1
Yal%,5,N,0) = XO0I>1 A GOI%2=0 A 2< R <G A

Viio<ii <t < ‘/)Z| ﬁ?[h] +2 :/i[iz] A\
Vi 0<i<[jl— Gl%2=0
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ABSTRACT T'RANSFORMERS: unfold

Xi=x->next

e N X e N

NESAN) W, RINGR)
Difficult case: only gau, g+1(i1,i2,1) == 0< i1 <1 12 <1
Yal%,5,N,0) = XO0I>1 A GOI%2=0 A 2< R <G A

Viio<ii <t < ‘/)Z| ﬁ?[h] +2 :/i[iz] A\
Vi 0<i<[jl— Gl%2=0

YiL(x% U, N, O, %) = X021 A gol%2=0 A Kl=1A2<T+[x <l A
227
Vi.0< i <1 b <[5l = xiu]l+2=xili] A
Vi. 0 <i< [yl = ylil%2 =0
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PRECISE unfold: MaAIN IDEA

For each g(ij,12,..., W) € G, add to G a new guard,
g =g, +1,..., W) which collects informations about unfolding of
g ... and so on for g'!

Example: for g1 (i1,12,1) == 0< i1 <1 12 < W
— add g1(i,n) == 0<i =1< 7
YA xG,N, Q) = x01>1 A GOI%2=0 A 2<KI <Gl A

Vi.0<iy <1 i < Xl = x[l1] +2=X%X[i2] A
Vi 0 <i<[jl— Gl%2=0

= X0 =1 AGOJ%2=0 A RKl=1TA2<T+KI<F A
Vi.0<i=1<[xil=xl01+2=xili] A
Vi.0<ir <1 o < Il = xilu] +2=xili2] A
Vi.0<i< [yl = ylil%2 =0
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EXPERIMENTAL RESULTS

‘ Program ‘ Aw ‘ Az ‘ k ‘ property ‘ SEC ‘
dispatch U | poly |1 gau(l, grt) = grt[ 1>3 0.4
L | poly | 0| Z(grt) >3 x \grt\ 0.4
M | poly | O ms(grt) 4F ms(less) = ms(@) 1
initFibo U | poly | 1| g<(i,i’,n) = nli'l—nfl >i" —1i 1
0 poly | 3 g+1 (i1,12,13, ﬁ) = nfiz] =nlii] +nliz2] | 0.5
z pOly 0] Zi:1,NFi =2 X Fn+Fnor —1 0.4
mit2N U |poly |1 | gau(i,n) =nlil=2x1 0.4
Y |poly [0 | X(N)=>2xn|— 0.5
bubbleSort | M | poly | 0 | ms(fl) =ms_init 0.4
U | oct 1| gau(i,n) = n[ 1 > nl0] 0.6
U | oct 2 | g<(i1,i2,n) = 7li1] < nliz] 2
insertSort M | poly | O | ms(n) =ms_init 0.4
U | oct 1| gau(i,n) = > Al 1 > 0] )
U | oct 2 | g<(i1,12,1) = M[is] < Mliz] 36
copyReverse | M | poly | 0 | ms(tev) = ms(n) 0.4
Y | poly | 0 | Z(tev) = £(n) 0.03
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RELATED WORKS ON ARRAY ANALYSIS

@ predicate abstraction [Flanagan & Qadeer, 02],[Lahiri et al, 03]
— only fixed properties for data constraints

@ abstract interpretation [Blanchet et al, 03], [Gopan et al, 04-07]
— e.g., [Halbwachs & Péron, 08] infers

Vie L o(ali+ ki, o, @mli + kinl, k)

@ symbol elimination in loop body [Kovacs et al, 09-11]
— slides at VTSA’14
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CONCLUSION OF INTRA-PROCEDURAL SHAPE ANALYSIS

@ Abstract interpretation principles work for more complex
constraints.

@ Building new abstract domains may be a challenging task.
@ Free numerical domains exists with a clear interface.
o Experimental results are good for realistic programs.
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OUTLINE

e Application: Deciston Procedures by Static Analysis
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APPLICATION

Programs with Lists and Data

— Static Analysis for Decision Procedures —
joint work with A. Bouajjani, C. Dragoi, C. Enea

VMCAT'12
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AUTOMATED VERIFICATION WITH SLAD

SLAD £ Separation Logic(1s*) + Array Logic(Z)

Satisfiability and entailment in SLAD are undecidable. l

J a sound procedure for checking satisfiability and entailment, which
is complete when Array Logic has only <-constraints in g( i ).
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ENTAILMENT PROCEDURE IN A NUTSHELL

Main idea: Apply compositionally a syntactic check and, if it fails,
strengthen the array formulas using program analysis with an
abstraction given by SLAD formulas, and apply the syntactic check.

next —
z u 1s z 1s t
x=t >o >® X >e
1s next
next 1s 1
ye# °°
y w

X[0] > 2 Asorted-(x) A
zZI0l =0AU0 =1 A

X[0] > 1 Asorted<(X) A
succ(z) A
ylol + 1 =w[0] > 2 A succ(w) all>1(Y)
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ENTAILMENT PROCEDURE IN A NUTSHELL

Main idea: Apply compositionally a syntactic check and, if it fails,
strengthen the array formulas using program analysis with an
abstraction given by SLAD formulas, and apply the syntactic check.

next

t
x=t > > M X >
1s next —
next 1s 1
ye# °°

y w

oN

oc
—
wn
N
=
w

R[0] > 2 A sorted- (X) A = R[0] > 1 Asorted< (X) A
20l =0AT0 =1 A L succ(®) A
G0] + 1 =w[0] > 2 A succ(W) == allsy ()
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ENTAILMENT PROCEDURE IN A NUTSHELL

Main idea: Apply compositionally a syntactic check and, if it fails,
strengthen the array formulas using program analysis with an
abstraction given by SLAD formulas, and apply the syntactic check.

next

k/”,___—-:;___-_\\\\a e , 1s
x=t @ >

t
>0 v X >0
y —
next 1s
o> yeo s

y w

R[0] > 2 A sorted- (X) A = R[0] > 1 Asorted< (X) A
20l =0AT0 =1 A L succ(®) A
G0] + 1 =w[0] > 2 A succ(W) == allsy ()
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ENTAILMENT PROCEDURE IN A NUTSHELL

Main idea: Apply compositionally a syntactic check and, if it fails,
strengthen the array formulas using program analysis with an
abstraction given by SLAD formulas, and apply the syntactic check.

next

=]
0]
]
i
)
n
\
w
[
=]
o
“
:
¢
<
< x
L]
\
wn
y
[ Jad

y w
%[0] > 2 A sorted- (%) A = R[0] > 1 Asorted<(X) A
Z[0) =0AT0] =1 A =L succ(®) A
G0] + 1 =w[0] > 2 A suce(w) == alls ()
sorted<(X) = Vip,i. 0<1i1 <i2 < len(x) = x[i1] < x[i2]
sorted<(X) = Vi, i2. 0 <11 <12 < len(x) = X[i1] < X1
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ENTAILMENT PROCEDURE IN A NUTSHELL

Main idea: Apply compositionally a syntactic check and, if it fails,
strengthen the array formulas using program analysis with an
abstraction given by SLAD formulas, and apply the syntactic check.

next

m e , 1s
x=t > >

>® v X >
1s next =
next 1s 1
ye# °°

y w

[ Ind

x[0] > 2 A sorted- (%) A =% R[0] > 1A sorted<(X) A
ZI0l = 0AT0] =1 A =L succ@) A
G0] + 1 =W[0] > 2 A suce(W) == alls ()
S‘LLCC(/Z\) = Vi],iz. 0< i],iz < ].ETL(/Z\) Al +1=1, = /2\[11} +1= /Z\[].z}
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ENTAILMENT PROCEDURE IN A NUTSHELL

Main idea: Apply compositionally a syntactic check and, if it fails,
strengthen the array formulas using program analysis with an
abstraction given by SLAD formulas, and apply the syntactic check.

next

/_——Z\ e , 1s
x=t > >

>® v X >
1s next =
next 1s 1
ye# °°

y w

[ Jad

x[0] > 2 A sorted- (%) A =% R[0] > 1A sorted<(X) A
ZI0] = 0AT0] =1 Asucc(z 1) A == succ(z) A
G0] + 1 =W[0] > 2 A succ(W) == alls ()
SuCC(/Z\) = Vﬁ,iz. 0< i],iz < len(i) Al +1=1, = /Z\[Il} +1= /Z\[Iz}
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ENTAILMENT PROCEDURE IN A NUTSHELL

Main idea: Apply compositionally a syntactic check and, if it fails,
strengthen the array formulas using program analysis with an
abstraction given by SLAD formulas, and apply the syntactic check.

next

m e , 1s
x=t > >

>9 v X _
1s next =
next 1s 1s
@ VA

y w

[ Jad

R[0] > 2 A sorted- (X) A =% R[0] > 1A sorted<(X) A
ZI0] = 0AT0] =1 Asucc(z 1) A == succ(z) A
G0] + 1 =W[0] > 2 A succ(W) == allsq(©)

3

succ(
CLl].Z] (

= Vi],iz. 0 gi],iz <1en(v’9)/\i1 +1=1, :>VAV[1]]+] :VA\i[iz]

) Vi. 0 < i< len(y) = ylil > 1

<)
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ENTAILMENT PROCEDURE IN A NUTSHELL

Main idea: Apply compositionally a syntactic check and, if it fails,
strengthen the array formulas using program analysis with an
abstraction given by SLAD formulas, and apply the syntactic check.

next

Y”’,_—__——;______\\\\E e , 1s
x=t > >

>9

1s next
next 1s
[ o 4 y

y w

I
x
[ )]
\
1]
y
[ Iad

x[0] > 2 A sorted- (%) A =% R[0] > 1A sorted<(X) A
ZI0] = 0AT0] =1 Asucc(z 1) A == succ(z) A
G0l + 1 =W[0] > 2 A succ(Ww) = alls1(4)
/\ 01121(Ef7$@)
succ(ﬂ)) = Vinhi.0< 2 < 16TL(V/\\)) A +1 =1 = W]+ 1 =wli,]

alls1 (§) Vi. 0 < i< len(y) = yli] > 1
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ENTAILMENT PROCEDURE IN A NUTSHELL

Main idea: Apply compositionally a syntactic check and, if it fails,
strengthen the array formulas using program analysis with an
abstraction given by SLAD formulas, and apply the syntactic check.

next

k/”_____-:;___-_\\\\a e , 1s
x=t @ >

>9

1s next
next 1s
[ o 4 y

y w

I
x
[ )]
\
wn
y
[ Ind

R[0] > 2 A sorted- (X) A =% R[0] > 1A sorted<(X) A
ZI0] = 0AT0] =1 Asucc(z 1) A == succ(z) A
G0l + 1 =W[0] > 2 A succ(Ww) = alls(4)

/\ (1”.21 (y/TV)
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SATURATING SLAD FORMULAS

Main idea: Do analysis presented before on each list segment using as
Ap the SLAD formulas! The guards in universal formulas, size and
data constraints fix the abstract domain of integer words.
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SATURATING SLAD FORMULAS

Main idea: Do analysis presented before on each list segment using as
Ap the SLAD formulas! The guards in universal formulas, size and
data constraints fix the abstract domain of integer words.

YIYj_ Z
L | ]

=1 =y[0]+1 succ

/* Qassume: y->w * ls(w,z),
J[0]+1=w[0]=2, succ(Ww) */

Yi=Y;
/* @inv: l1ls(y,yy) * 2

1 L1l =
while(y;!= 2) in G, used in all,,

Y;=y;->next;
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SATURATING SLAD FORMULAS

Main idea: Do analysis presented before on each list segment using as
Ap the SLAD formulas! The guards in universal formulas, size and
data constraints fix the abstract domain of integer words.

y Vi z
R | ]
=1 =¢[0]+1 succ
=2

/* @assume: y->w * ls(w,z),
J[0]+1=w[0]=2, succ(Ww) */
YiTYs
/* @inv: 1ls(y,y;) * 1s(Yir2Z), -
Vi 0si<len(y) => y[i]=1 */
while(y;!= 2z)

Y;=y;->next;
98 /149



SATURATING SLAD FORMULAS

Main idea: Do analysis presented before on each list segment using as
Ap the SLAD formulas! The guards in universal formulas, size and
data constraints fix the abstract domain of integer words.

=2 =9[1]+1 succ
=3

y Y z
o @ > @ummmmmmnn > @
=1

/* @assume: y->w * ls(w,z),
J[0]+1=w[0]=2, succ(Ww) */
YiTYs
/* @inv: 1ls(y,y;) * 1s(Yir2Z), -
Vi 0=si<len(9)=>9[i]1z1 Ug[i]=2*/
while(y;!= 2z)

Y;=y;->next;
98 /149



SATURATING SLAD FORMULAS

Main idea: Do analysis presented before on each list segment using as
Ap the SLAD formulas! The guards in universal formulas, size and
data constraints fix the abstract domain of integer words.

y . z
.—zl—.

all,, 23 succ

/* @assume: y->w * ls(w,z),
J[0]+1=w[0]=2, succ(Ww) */
YiTYs
/* @inv: 1s(y,y;i) * 1s(Yir2Z) -
Vi 0si<len(y)=> y[i]=z1 */
while(y;!= 2z)

Y;=y;->next;
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SATURATING SLAD FORMULAS

Main idea: Do analysis presented before on each list segment using as
Ap the SLAD formulas! The guards in universal formulas, size and
data constraints fix the abstract domain of integer words.

Y z
O I > @

all,,

/* @assume: y->w * ls(w,z),
J[0]+1=w[0]=2, succ(Ww) */
YiTYs
/* @inv: 1ls(y,y;) * 1s(Yir2Z), -
Vi 0si<len(y)=> y[i]=z1 */
while(y;!= 2z)

Y;=y;->next;
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OUTLINE

@ Elements of Inter-procedural Analysis
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FORMAL SEMANTICS FOR PROCEDURE CALL

Stack Stacks 2 [(CP x P x (DV-»D U RV+ L)1 55

Memory Mem £ Stacks x Heaps > m
Configurations Config £ CP x (MemU {merr}) 3 C

—
Yvi € vin .(S,H) F v; ~ ¢i # merr
(e, (s, H)) + V:P(\FL, vou%) > (startp, (push(S,L+ 1,P,v,vout, c_f, 1vP),H))

tOp(S) = (evP»V)---) (S»H)(V,) =cC
(¢/,(s,H)) F return v’ ~ (&, (pop(8),H)[v « c])

Another source of infinity is the unbounded stack that usually stores
locations in the heap. J
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INTER-PROCEDURAL ANALYSES

Compute an abstraction of the relation between the input and output
configurations of a procedure, 7.e. the procedure summary or contract.

Context sensitive: the summary depends on an abstraction of the
calling stack

“If p s called before q, it returns 0, otherwise 1.”
— insight on the full program behaviour, expressive

— analysis done for each call point

Context insensitive: the summary is independent of the calling stack

“If p s called it returns 0 or 1.”
— insight on the procedure behaviour, but less precise

— analysis done independently of callers
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CONTEXT-SENSITIVE APPROACHES

Main steps:

Case 1: Compute summary information for each procedure
. at each calling point with “equivalent stack” runs

Case 2: Use summary information at procedure calls...
.. if the abstraction of reaching stack fits the already
computed ones
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CONTEXT-SENSITIVE APPROACHES

Main steps:

Case 1: Compute summary information for each procedure
. at each calling point with “equivalent stack” runs

Case 2: Use summary information at procedure calls...
.. if the abstraction of reaching stack fits the already
computed ones

Classic approaches for summary computation:

@ Functional approach: [Sharir&Pnueli,81],[Knoop&Steffen,92]
Summary is a function mapping abstract input to abstract output

@ Relational approach: [Cousot&Cousot,77]
Summary is a relation between input and output

o Call string approach: [Sharir&Pnueli,81], [Khedker&Karkare,08]
Maps string abstractions of the call stack to abstract configs.
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FuNncTiONAL CONTEXT-SENSITIVE

Compute a function summaryp : CP+ (Ag — Ann) mapping
each control point of the procedure q € CP to a

function which associates every (Go, Wy) abstract heap reachable at
startp to the abstract heap (G4, W) reachable at g.

int length(list* 1) { q ‘ (Go, Wo) ‘ (Gq, W)
1: int len = 0; 2 1=K 1=K
2: if (1 == NULL) 1st(,X) | 1s™ (|, X)
3: len=0;
4: else { 8 1=K $ret=0N1=K
5: len=1+length(l->next); 1sT (L, X) | $ret > 1A1sH (|, X)
6: }
7: return len;
8: }
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INTER-PROCEDURAL ANALYSIS WITH HEAP

The local heap of a procedure may be accessed from the stack
bypassing the actual parameters.

sp

Bad Consequence
Context sensitive analyses shall track also these interferences!
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PARTICULAR CASE OF PROGRAMS

Observation

In a large class of programs with procedure calls, the local heap is
reachable from the stack by passing through the actual parameters.

sp

Consequence

For this class, the computation of summaries is compositional.
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CuT-POINT FREE PROGRAMS

[Rinetzky et al,05]

sp %ﬁie

A call is cut point free if all local heap cut nodes are reachable from
the stack through the procedure parameters. A cut point free program
has only cut point free procedure calls.
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ABSTRACTION OF SUMMARIES

Let V be the set of formal parameters and local variables.

Definition
A concrete inter-procedural configurations is a pair of heap
configurations (H°, Hq) where:
@ H is the local heap at startp over a new vocabulary V°
— similar to old notation in JML

@ H is the heap at the control point q of the procedure over
VU {$ret}

A concrete procedure summary is the set {(H°, Hendp ) -
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OUTLINE

e Application: Programs with Lists, Data, and Procedures
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APPLICATION

Programs with Lists and Data

— Inter-procedural Analysis —
joint work with A. Bouajjani, C. Dragoi, C. Enea

PLDI'11
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

split w.r.t. pivot p -

| [—=[p]— |
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

left=quicksort(left)
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

1
!  equal
," multisets

left=quicksort(left)
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

1
left=quicksort(left) equal equal |

multisets multisets 'b

right=quicksort(right)

- —
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

split o i “""-..._._
- s p v >p S
| jo—=[p | |
| 1
icksort(left I equal equal ! : .
u (eft ‘,multisets multisetsI quicksort(right)
v
L4
. soricilll o | soriciiy
S, i -
t "\.‘\ 1 ""
concal " v v
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

equal equal quicksort(right)

 —
4
E‘.
o]
B
B
E.
E'
B
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REPRESENTING SUMMARIES IN Apgs

o

B—>4—29—>7—3 initial configuration

E]l\TULL
4—>9—>7 —>3—>

left 4‘_’371
right @ —> 7 6

pivot

current configuration

a((HOH)) £ (G2+G, WP AW)
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ANALYSING QUICKSORT: AY DOMAIN

HO?O?O%»O\@ — wc\'@ widening qu

N, A OO0, B

Teft = left R.
- P rmht P right — [ =1
=1 =1
unfald
left k

right

len(x®)=1+len(p)+en(left)}+en(right}

=
-

A 7& ;ﬂ?&!& len(left) = 1 len(right) = 1
- P cight P right Vi left = left[i] = p[0]

vieright= right[i] > p[0]
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ANALYSING QUICKSORT: A DomAIN

x"%
o=

l unfold
HO?O?O%»O\@ — wc\'@ widening qu

N ?&R. Q20— B

1ef: =5 left _
£z Ece m— 4 TN
=1 =1
unfald

left P right

x
—
20" w8

B cight P right

ms(left) + ms(p) + ms(left) = ms(x?)

113/ 149



QUICKSORT: LOSs OF PRECISION

left = quicksort(left)

Sp__ > _

— left | p Pt right
I
! equal

sorted ¥ multisets
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QUICKSORT: LOSs OF PRECISION

left = quicksort(left)

=p > _
(i |e[p )] g |
E equal

sorted ¥ multisets
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QUICKSORT: LOSs OF PRECISION

left = quicksort(left)
=p >p
" R Y o B
E equal
sorted ¥ multisets

equal
sorted(l) A =p() Am“i‘tiscts(., 2)

Il
v

sorted(@) A <p(.) A <p(®)
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QUICKSORT: LOSs OF PRECISION

left = quicksort(left)
B L .

! equal
sorted t multisets

strenghten(sorted(® A <p(0) , emal (g 1))

Il
v

sorted(@ A <p(.) A<p(®)
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STRENGTHEN PROCEDURE

—_
yv'EAy —< } YW ERy

1. unfold a bounded length prefix of n and m

1] 1 23...
Q00—
unfold (W) — ¢ ;| 75 "> unfold (yW)
fixpoint 00—
computation
2. intersect the constraints on the prefixes

[1] 1 23...
| N
unfold () A @ —< i "> unfold (y*)

3. fold the prefixes and co]lect the information using universal formulas
23,

fold w.r.t. patterns in 2, —<: :>— fold
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STRENGTHEN PROCEDURE: EXAMPLE

. I
Vy.y €n=d(y) =< d(p) —< } ms(n) = ms(m)
I

1. unfold a bounded length prefix of n and m

123...

0
. [q] ms(n’) + ms(q) =
d(q)' < d(p) —< 0 123... >— ms(m’) + ms(r)
Vy.y €n’= d(y) <d(p) 5 S
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STRENGTHEN PROCEDURE: EXAMPLE

-
]
w

0 ...
aQ) <dp) 7 @ x, )+ ms(q) =
Vy.y €n’=d(y) <d(p) é ms(m’) + ms(r)
2. intersect the 0 123... )\)
. 1
constraints on
é 123

the pI‘Efi.XES ms(r) Sms(n’) Wy y =n' = d(y) =d(p)

d(r) = dip)

[=]= [E]=
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STRENGTHEN PROCEDURE: EXAMPLE

0 123...

' | (n") + ms(q) =
d(q) =d < E ms(n’) + ms(q)
Vy. Ecrl‘1j'=<>d(p) <d(p, h ms(m’) + ms(r)
vy (y) = d(p) 3 | I

——

2. intersect the 0 123... 0 123...
. Qo ] 1) I —
constraints on 0 123 0 1323 .
: I S
thepref]_xes E E E
l l ms(r) =ms(q) d(qg) < d(p)
D 123..] 0 123..°
1 1 d(r) = d(p)
0D 123... 0 123...
I I U—
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STRENGTHEN PROCEDURE: EXAMPLE

0 123...

: 1 | —— (n") + ms(q) =
d(q) =d - < E ms(n’) + ms(q
y. E((:rl'{}':bd(p) =d(p; h ms(m’) + ms(r)
vy (y) = d(p) 3 | I

2. intersect the 0 123... 0 123...
. Qo ] 1 N
constraints on 0 123 0 1323 .
. I S
thepref]_xes E E E
l l ms(r) =ms(q) d{g) < dip)
0 123..) 0 123..]
@ _o ] @] d(r) = d(p)
0 123... 0D 123...
I I
1 I
0 123...
G
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EXPERIMENTAL RESULTS

class Sfun nesting Ay Ay Examples of summaries synthesized
(loop,rec) ts) | P t(s)
create 0,-) <1 | P_.P <1
addfst - <1l | P <1
sl addlst 0,1) <1 | P <1 | pli(create(&x,0)): hd(x) =0Alen(x)=/AVy€ tl(x) = x[y] =0
delfst - <1l | P <1
dellst (0,1) <1 | P <1
init(v) (0,1) <1 | P_,P <1 [ pli(init(v,x)): len(x?) =1len(x) Ahd(x) = vAVy € t1(x). x| = v
map | initSeq (0,1) <1 | PP <1 | pli(add(v,x)): len(x’) =1len(x) Ahd(x) =hd(x) +vA
add(v) (0,1) <1 | P <1 Wy € t1(x),2 € t1(x°). y1 =y2 = x[yi] = 2] +v
map2 | add(v) 0,1) <1 | P <1 | pli(add(v,x,z)): len(x") = len(x) Alen(?) = len(z) Aeq(x,x")A
copy 0,1) <1 | P <1 Vyr € t1(x),y2 € t1(z). yi = y2 = x[y1] +v=2z[y1]
delPred (0,1) <l | P-.P <1 | pfy(split(v,x,&l,&u)) : ms(x) =ms(x") = ms(/) Unms (u)
fold | max 0,1) <l | P_,P <1 | pl(split(v,x, &I, &u)) : equal(x,x") Alen(x) = len(l) +len(u)A
clone 0,1) <1 | P <1 1[0] <vAVy e tl(l) = I[y] <vA
split (0,1) <1 | PP <1 u[0] > vAYYy € t1(u) = uly] > v
equal 0,1) <1 | P <1 | pfy(merge(x,z,&r)): ms(x)Ums(z) = ms(r) Ams(x¥) =ms(x) A...
fold2 | concat 0,1) <1 | PL,P,Py <3 | pl(merge(x,z,&r)): equal(x,x°) Aequal(z,2°) Asorted(x°) A sorted(2°) A
merge (0,1) <l | P_,P,P, <3 sorted(r) A len(x) + len(z) = len(r)
bubble (1,-) <1 | P-,P,P, <3
sort | insert (1,-) <1 | P_,P,P, <3 | ply(quicksort(x)): ms(x) =ms(x") =ms(res)
quick 57,2; <2 | P_,P,P, <4 | pl(quicksort(x)): equal(x,x) Asorted(res)
merge -2 <2 | P.,P,P» <4
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OUTLINE

e Extenston: Programs with Complex Data Structures
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APPLICATION

Reasoning about Composite Data Structures

— using a FO Logic Framework —
joint work with A. Bouajjani, C. Dragoi, C. Enea

CONCUR’09
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PROPERTIES OF COMPLEX DATA STRUCTURES

struct a_ty {

iat 14; s e s [l = o0 |
d1l_ty* head; 0] s ::: ﬂ:: .'r::tv — I
1i-$‘¥ dil_ty
struct dll.ty { [F— —
bool flag; root ﬂ::: .' oot flag:
a_ty* root; s \’ p I "
dll_ty* next, *prev; 2 - Ly X
N1 T~
aty arr[N]; T aty

Structure: “the array contains in each cell a reference to an acyclic doubly
linked list”

Sizes: “the array is sorted in decreasing order w.r.t. the lengths of lists
stored”

Data: "“the array is sorted w.r.t. the values of the field id"
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ReEcALL: HEAP GRAPH MODEL

Heaps are represented as labeled directed graphs called heap graphs
struct a_ty {
int id;
dll_ty* head;

struct dll.ty {
bool flag;
a_ty* root;
dll_ty* next, *prev;

aty arr[N];

Q.

. . oot %
The graph is deterministic &
flag:1 flag:1
The array fields create ext
acyclic distinct paths prev.  pre
roo root

flag:0 flag:1
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A VERY EXPRESSIVE LocIc

e assume [ the data domain where data fields take values

e assume FO(ID, @, P) a first order logic on ID, with operations in @ and
predicates in P

gCSL is a multi-sorted first order logic on graphs parametrized by FO(ID, O, )

arithmetical

gCSL = FO + reachability + constraints

+ FO(D,Q,P)
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REACHABILITY PREDICATES

123 /149



REACHABILITY PREDICATES
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REACHABILITY PREDICATES
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DaATA CONSTRAINTS

id(x) =13
Je.id(x)+id(y) +¢c > 9
X Afghhl, yAl=3Av —>{g}’!’ w

I"<Inl+1>4
xMy link(z) = x
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PROPERTIES OF COMPLEX DATA STRUCTURES IN GCSL

L
o — R ER<
B[~ T iy

I
a
=
[l

e
M- EE /]
i§
\J
[
3
il

v+
—

Structure: “the array contains in each cell a reference to an acyclic doubly
linked list"

¥i Ax,y. x = head(a[i]) A x {nextprov}
Sizes: "the array is sorted w.r.t. the lengths of lists stored”
Vj.j' j<j = 3x,x',I.I'. (x =head(alj]) A x = head(a[j'])A
PRLLIER | PN LI S N )
Data: “the array is sorted w.r.t. the values of the field id"
Vi, j. i < j=1d(a[i]) < id(a[j])
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SATISFIABILITY PROBLEM FOR GCSL

The satisfiability problem of gCSL is undecidable

@ when data are restricted to finite domains (such as booleans), the logic
subsumes the first-order logic on graphs with reachability

@ when the models are restricted to simple structures, like sequences or arrays,
for very simple data logics such as (N, =), the fragment ¥*3* is undecidable
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An ordered partition over RT is a mapping o : RT — {1,..., N}
e atype R e RT is of level k iff o(R) = k

level 2
(a-@'th

(EFIN

evel 1
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CSL FRAGMENT

An ordered partition over RT is a mapping o : RT — {1,... N}
o atype R € RT is of level k iff o(R) = k

level 2
Aﬁt&

R

evel 1

For1 <k <|o|,
CSL is the smallest set of formulas closed under disjunction and conjunction, which
contains all the closed formulas of the form:

¥

* * \ gk * gk [T I
H<k Vi Hik—l Vk—1 - 31 Vi {Hd.?’d} ]

@ is a quantifier-free formula in gCSL
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CSL FRAGMENT

For1 <k <|o|,
CSL is the smallest set of formulas closed under disjunction and conjunction, which

contains all the closed formulas of the form:
e Vi Tt Vit o TV (T Vel 4
¢ is a quantifier-free formula in gCSL such that:

A,ind . . .
@ REACH: for any x ——— x’/, x and x’ are free or existential variables

@ UnivIDX: two universal index variables can be used only in j < j’ or j = j/
YES Vj,j'.j <j = data(a[j]) < data(a[j’])

NO V¥j,j.j+1=j = data(a]j]) < data(a[j"])

@ LEV: atomic constraints on lengths of lists and array indexes involve only one level

{f}.h Az {f+.l2 AL >ANL >0

YES 3x,x', h3z, 2" h. x

{f}.h Az {f}+.b ZAb4+b>0

NO 3x,x’, hdz,z' h. x

131/ 149



CSL SPECIFICATIONS

level 2

Structure: “the array contains in each cell a reference to an acyclic doubly
linked list”
. - t,prev
¥i 3x,y. x = head(a[i]) A x next.prev}
Sizes: "the array is sorted w.r.t. the lengths of lists stored”

Vj.j'.j < j = 3x.x",1,I'. (x = head(a[j]) A x' = head(a[j'])A
PRRLLLI SR LI L L )
Data: “the array is sorted w.r.t. the values of the field id"

Vij.i < j = id(a[i]) < id(a[j])
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SATISFIABILITY OF CSL FORMULAS

The satisfiability of CSL is decidable if the satisfiability of the underlying first
order logic FO(ID, O, P) is decidable

Let
Sak — Hgkr \v(:p Hgk_lrf ‘V(:_lpf 3* o f* f.l' {Hd d}*. Gl)

@ compute g,_; equi-satisfiable to ¢y such that
(Pkfl — H*Sk_lz ‘V(;_lw . HIZJ’ VTW’ {Hd,‘vrd}*. (l-ﬁl
until it ends up with a formula over variables of level 1
e=31x iy {3q,%a}". "

@ reduce the satisfiability of ¢ to the satisfiability of a formula in FO(D, Q, P)
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SATISFIABILITY OF CSL FORMULAS

The satisfiability of CSL is decidable if the satisfiability of the underlying first
order logic FO(D, 0, P) is decidable

Let
¢ =Fx Ty {344} ¢"

@ compute the set of small models for the reachability and size constraints

@ for each small model, build a FO(D, 0, P) formula v

If one of v is satisfiable then ¢ is satisfiable.
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COMPUTING SMALL MODELS

cp:ﬂx,q,z.xﬂ»q/\xﬁz N q#z

e f % @ f a@ 3 f a @ f ae
@ ¢ has two small models of size three

.f.f..f.f.
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COMPUTING SMALL MODELS

©=3x,q,z Hfl,fg.x&q/\x@z N q+#z
Ah+kL>8

——pr——>u —a——>2

h+l=hANh+h=>8
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COMPUTING SMALL MODELS

v =13x,q,z Uy hox M g A B g2y
Ah+hL>8

e minimal solutions (h,h, /) for h +1=hAh+h>38

M = {(1:71 6)1 (2:654)1 (3?5? 2)}

e small models for

)
f —f aof ~f —f f®
I, ) I
| |

2 2
;f af;f ;f ;f ;f;fa ;f ;f;f af ;f@
I [ I [
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CHECKING DATA CONSTRAINTS (1/4)

v =73x,q,z 3, b x {f}h qAx fhh, , A q+#z
A+5hL>8
Ng(x)=0Ag(q) =2

f
Ay, Y (v Ly = g(y) < g(v")
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CHECKING DATA CONSTRAINTS (2/4)

Afdh {f}.h

p=3x,q,z A, h. x ——gAhXx—>
Ah+hk >8
Ng(x)=0ng(q) =2
f
Ay, (v Py = g(y) < g(y))

2z ANg#z
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CHECKING DATA CONSTRAINTS (2/4)

¢ =3x,q,z I, b. x {f}h qAx bk, , A qg#z
AN +h>8
Ng(x)=0Ag(q) =2
{f}

Ay, (y =5y = g(y) < g(y"))

1

f o f of of o f
O UL @6
I |
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CHECKING DATA CONSTRAINTS (2/4)

Afbh Afhh

p=3x,q,z 3h.h. x——=gAx—"=z N g#z
AL+ k=8
Ag(x)=0Ag(q) =2

f
Ay, (v Sy = g(y) < g(y)

9G ¢ _§9% _¢
WX
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CHECKING DATA CONSTRAINTS (3/4)

tfhh {f}.h

¢ =73x,q,z I, h. x zZANqg#z
ANy +h=>8

ANg(x)=0Ag(q) =2

g x

f
Ay, Y. (v 2y = g(y) < g(y)
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CHECKING DATA CONSTRAINTS (3/4)

¢ =3x,q,z Hll,fg.xﬂpq/\xM»z ANqiz
ANy +5h>8
Ng(x)=0Ag(q) =2

f
Ay (y 2y = gly) < g(v))

Yy = 3Je1, @, 3, ¢, Cs, Cs, Co. C7- /\,-# G # ¢
true A true A true A true
A= oA C3 = 2

A Nicici<r G <G
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CHECKING DATA CONSTRAINTS (4/4)

cp—ﬂxqzﬂfl,lgx{}h UL

AL+h>8
N g(x)=0Ang(q) =2
f
Ay (v Ly = gly) < g(v)

—T=z ANg#z

g:g 9:1f g:2f g:4f 9:6f g:?f g:8

Y1 =3c1, 0, C3,€4,C5,65,C6, 1. N1y G # G
true N true A true A true
AN = 0 C3 = 2

A Nicici<rG <G
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DEcISION PROCEDURE: SUMMARY

@ choose a small model for the reachability and size constraints;
if there are no models then ¢ is unsatisfiable

@ build a FO(D, O, P) formula v for the selected small model
@ check the satisfiability of

The complexity of the reduction procedure is NPMOLP \when the number of
universally quantified variables is fixed.
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CSL AND PROGRAM VERIFICATION

If the satisfiability of the underlying first order logic FO(ID, O, P) is decidable, then
the satisfiability of CSL is decidable

For any basic statement S and any CSL formula p, we can compute in polynomial
time a formufa post(S, ) describing the strongest post-condition of @ by S.
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OUTLINE

© Extension: Programs with Inductive Data Structures
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SEPARATION LoGIic FOR COMPLEX DATA STRUCTURES

Observation

The limits of specifying complex heap shapes in SL are given by the
class of inductive predicates allowed.

However, the classical data structures may be specified.
Exercise: Specify the shape of the following data structures:

@ Binary trees
@ Doubly linked lists segments

@ Tree with linked leaves
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SEPARATION LoGIic FOR COMPLEX DATA STRUCTURES

Observation

The limits of specifying complex heap shapes in SL are given by the
class of inductive predicates allowed.

However, the classical data structures may be specified.
Exercise: Specify the shape of the following data structures:

d11(E,L,P,F) £ (E:FAL:PAemp)\/(E;éF/\L;EP/\ (1)
3X. E = {(nxt, X), (prv,P)} * d11(X,L,E,F) )
btree(E) £ (E=KAemp)V (E£KA (2)
IX,Y. E — {(1son, X), (rson, Y)} * btree(X) * btree(Y))

[I>

t11(R,P, E, F) (R=EAR~ {(1son,X), (rson,X), (parent, P), (nxt, F)}) V 3)

(R #EANA3IXY,Z. R+ {(1son,X), (rson,Y), (parent, P), (nxt, Z)}*
t11(X,R,E,Z) * t11(Y,R,Z,F))
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SEPARATION LoGIic FOR COMPLEX DATA STRUCTURES

The fragment allowing these specifications has good theoretical
properties:

@ decidability of satisfiability [Brotherston et al, 14]
— by reduction boolean equations

@ decidability of the entailment [losif et al, 13]
— by reduction to MSO on graphs with bounded width
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SEPARATION LOGIC SOLVERS

Recently, efficient dedicated solvers have been released, e.g.:

o Asterix [Perez&Rybalchenko,11]
@ Cyclist-SL and SAT-SL [Gorogiannis et al,12]
e SLEEK [Chin et al, 10]
e SLIDE [losif et al, 14]
e SPEN [Enea,Lengal,S.,Vojnar, 14]

Follow them on SL-COMP competition:
@ 6 solvers involved (freely available on StarExec)
@ more than 600 benchmarks

www.liafa.univ-paris-diderot.fr/slcomp
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www.liafa.univ-paris-diderot.fr/slcomp

EXTENSIONS OF SEPARATION LoOGIC

@ Introducing content and size constraints [Chin et al, 10],[S. et al, 15]

@ Adding pre-field separation to express overlaid data structures
[Yang et al,11],[Enea et al, 13]

nllg(h, X, X) ® 1ss(dl, X) A B(0) = 5(0)
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CONCLUSION OF THE PART

@ Shape analysis benefits from Separation Logic compositional
reasoning.

@ Shape analysis may be extended to content and size analysis.
o Efficiency is obtained using sound syntax-oriented procedures.

@ Sound procedures for undecidable logic fragments may be
obtained by applying static analysis.
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