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scenario Gompys

Please review and place your order

Place your order
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Transactional Recovery Insufficignip:
Web Cllent Web Application Server Database Server

:Purchase Request >

Start Transaction

SQL Request
SQL Response

SQL Request
SQL Response

Commit Transaction

sur[ow |

ACK

— Order Confirmation | Transaction Restart

: Purchase Request

| Resubmission
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s Atomic = At-most-once = Exactly-once
s [dempotence needs testability,
+«DUt testable state all but simple
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Complicated enough?
Cliont Business transactions between peers

wmunity apps (Skype, MSN, ...).

Amadeus
App Server |l App Server

v v
5 5
DB, DB,
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Application-tailored solutions for high-end
e-business not available to masses
of low-end service & mashup programmers

Ease programming by providing generic
solution int Web-service middleware

Should mask all (but inevitably disruptive)
failures to application program(mer)s:

message, process, data failures
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on Contracts Framewolk
[Barga et al.: TOIT 04]
s Components and Guarantees

o Persistent Pcom: Persistent, testable state and
Messages

= Bilateral Interaction Contracts
e Xcom <> Pcom = External IC (XIC)
e Pcom <= Pcom = Committed IC (CIC)

= Composing IC’s for Entire System:
Exactly-Once Semantics

e App programs don’t need to handle failures
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omoonent Desid;
[ICDE 02]

Redo Log & Recovery Managers

Pilecewise determinism + Logging =
Full' Determinism

Deterministic replay recovers Pcom's
Installation Points speed up replay
Failure model

Transient failures due to
nondeterministic Heisenbugs
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s CIC sender (Pcoml)

Persist state before send

Tag message with a MSIN

Resend on timeout until stable ack
Resend on receiver's inquiry
Forget interaction on installed ack

s CIC receiver (Pcom?2)
e Eliminates duplicates by MSN
e Persists interaction before stable ack
e Inquires msg body if not in local log
e Ensures autonomous recovery before installed ack

Weaker than using persistent queue
wiseos, wanan, cnna OF 1NStAlliNG state for each interaction




CIC_SNDR_SC

SNDR_MSG_TM and
not (STABLE_OK or
INSTALLED_OK)/

SEND_MzG\

MSG_LOOKUP

MSG_RECOVERED_T
SEND_MSG
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GET_MSG_OK

STABLE_S
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STABLE OK SNDR_STABLE_TM and

INSTALLED_OK/

not (INSTALLED_OK or GET_MSG_OK)/
IS_INSTALLED

:='INSTALLED'

SENDING

SNDR_ND/
SEND_MSG

PREPARE_PERSISTENCE

SNDR_LAST_LOGG

SNDR_TRIGGER
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*EVENT_OK = EVENT A -LINK_OUTAGE

_TM means TIMEOUT
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s XIC sender Xcom
o None (but should resend on timeout)

s XIC receiver Pcom
e Persist interaction immediately

s XIC sender Pcom

o Persist state before sending message
e Resend message after Pcom failure

s XIC receiver Xcom
e None

Typical setup: Xcom = user, Pcom = browser
wiseos, wanan, cnna D0IMME failures inherently non-maskable i’
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£03: Exactly Once Web Serviceg mpe
EOS prototype implementation:
Exactly-once semantics

for composite services with
o [ransparent EOS-enabling of Web pages
by piggybacked Javascript

° Via
callbacks and browser-specific XML store

° by modified
session mgt. of Apache and Zend engine

o Fully transparent: no changes to app code
neither to PHP scripts nor to browser
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cficiency: Message Looxkup Tanlew:
= Built at Pcom during normal operation

s Rebuilt from the log during Pcom recovery
= [nput MLT for

= Output MLT to track CIC progress
enabling timely

IMLT of eosphp1

OMLT of eosphp3 WMSN Reply LSN

URI MSN CIC status
eosphp3 3 324

http.//eosphp1/auctions/ installed

http://eosphp2/books/ stable

IMLT of hp2
http://feosphp1/auctions/ unknown O €0Spnp S

: : clientid MSN Reply LSN
http://eosphp1/auctions/ installed

eosphp3 5 324

http://feosphp2/books/ installed

WISE'06, Wuhan, China



EXperiment Se

s eBay-like auction service

s User settings at frontend (private)

=  Auction items at backend (shared)

s 5 concurrent end users, synthetic load

Frontend Server Backend Server
P4 3Ghz, 1GB P4 3Ghz, 1GB

POST (ICIC)
POST (ICIC) wod h action=increment

action=increment b2b=true
RS IEREE
4 & . : g

. < L
Web <html> 1235
Client <p>Private Count: 3 private i schoaJﬁf
<p>Shared Count: 1235 count 1234—1235
</html> 2—3
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PrlP Scripts (not changed at alll)

<html>
Script called 5 times
Other server reports: Script called 1000 times

</html>

printf ("Script called %i times",
SHTTP SESSION VARS["count"]) ;

$ch = curl init("http://eos-php.net/b2b.php") ;
: $b2b reply = curl exec(S$Sch);
9. printf ("Other server reports: %s'", $b2b reply) ;
10. curl close(Sch) ;

e \

12.</html>
Zend Engine Zend Engine

Session | CURL Session | CURL
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Run=Time Overnead

Session 10 steps
PHP elapsed time [sec]

EOS-PHP elapsed time [sec]

Overhead (elapsed time) [%]
PHP frontend CPU time [sec]|

EOS-PHP frontend CPU time [sec]

Overhead (frontend CPU) [%]
PHP backend CPU time [sec]

EOS-PHP backend CPU time [sec]

Overhead (backend CPU) [%]
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sSurnrnary

s Generic IC’s for composable services
withr exactly-once execution guarantee

s Eases programming by masking all
(but inevitably non-maskable) failures

s Formal specification by state/activity-

charts & model-checked CTL properties

s Efficient implementation:
EOS prototype for Apache/PHP

WISE'06, Wuhan, China




Thank you!
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