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E-Business E-Business ScenarioScenario

Your server command (process id #20) has been terminated.
Re-run your command (severity 13) in
/export/home/WWW/your-reliable-eshop.biz/mb_1300_db.mb1

Place your order

Please review and place your order
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ACK

Web Client Web Application Server Database  Server

Purchase Request

Order Confirmation

Start Transaction

SQL Request
SQL Response

SQL Request

SQL Response

Commit Transaction

Tim
eline

ACK
Transaction Restart

Purchase Request
Resubmission

Non-idempotent execution!

Transactional Recovery InsufficientTransactional Recovery Insufficient

 Atomic = At-most-once Atomic = At-most-once ≠≠ Exactly-once Exactly-once
 IdempotenceIdempotence needs testability, needs testability,

but testable state all but simplebut testable state all but simple
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Expedia  Sabre
Server

AmadeusExpedia
 App Server 

Sabre
App Server

Amadeus
App Server

Client

Web Server  

DB1 DB2 DB3 DB4

Complicated enough?
Business transactions between peers
in community apps (Skype, MSN, …).

Real-World Real-World nn-Tier App-Tier App
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 Application-tailored solutions for high-endApplication-tailored solutions for high-end
e-business not available to massese-business not available to masses
of low-end service & of low-end service & mashup mashup programmersprogrammers

 Ease programming by providing genericEase programming by providing generic
solution in Web-service middlewaresolution in Web-service middleware

 Should mask all (but inevitably disruptive)Should mask all (but inevitably disruptive)
failures to application program(failures to application program(mermer)s:)s:
message, process, data failuresmessage, process, data failures

Problem StatementProblem Statement
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 Components Components andand Guarantees Guarantees
•• Persistent Persistent PcomPcom: : PersistentPersistent, , testabletestable state and state and

messagesmessages
•• External External XcomXcom  (e.g., humans): (e.g., humans): guaranteesguarantees

 Bilateral Interaction ContractsBilateral Interaction Contracts
•• Xcom Xcom  ↔ ↔  Pcom Pcom = External IC (XIC)= External IC (XIC)
•• Pcom Pcom ↔↔  Pcom Pcom = Committed IC (CIC)= Committed IC (CIC)

 Composing ICComposing IC’’s for Entire System:s for Entire System:
Exactly-Once SemanticsExactly-Once Semantics
•• App programs donApp programs don’’t need to handle failurest need to handle failures

Interaction Contracts FrameworkInteraction Contracts Framework
[Barga et al.: TOIT 04]
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 Redo Log & Recovery ManagersRedo Log & Recovery Managers
 Piecewise determinismPiecewise determinism + Logging = + Logging =

Full DeterminismFull Determinism
 Deterministic replay Deterministic replay recovers Pcom'srecovers Pcom's
 Installation PointsInstallation Points speed up replay speed up replay
 Failure modelFailure model

•• CrashesCrashes
•• Message lossesMessage losses
•• Malicious manipulationsMalicious manipulations
•• Disk corruption (sufficient redundancy)Disk corruption (sufficient redundancy)

Transient failures due to
nondeterministic Heisenbugs

Persistent Component DesignPersistent Component Design
[ICDE´02]
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 CIC sender (Pcom1) CIC sender (Pcom1) obligationsobligations
•• Persist state before sendPersist state before send
•• Tag message with a Tag message with a MSNMSN
•• Resend on timeout until Resend on timeout until stablestable  ackack
•• Resend on receiver's inquiryResend on receiver's inquiry
•• Forget interaction on Forget interaction on installedinstalled  ackack

 CIC receiver (Pcom2) CIC receiver (Pcom2) obligationsobligations
•• Eliminates duplicates by Eliminates duplicates by MSNMSN
•• Persists interaction before Persists interaction before stablestable  ackack
•• Inquires Inquires msg msg body if not in local logbody if not in local log
•• Ensures autonomous recovery before Ensures autonomous recovery before installedinstalled  ackack

CIC PrinciplesCIC Principles

Weaker than using persistent queue 
or installing state for each interaction 

Pcom1

Pcom2
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Statechart Statechart for CIC Senderfor CIC Sender

* * EVENT_OK = EVENT EVENT_OK = EVENT  ∧ ∧  ¬¬LINK_OUTAGELINK_OUTAGE

STABLE_S 

SENDING INSTALLED_S 

RECOVERY 

MSG_LOOKUP 

PREPARE_PERSISTENCE 

SNDR_MSG_TM and
not (STABLE_OK or  

INSTALLED_OK)/
SEND_MSG 

SNDR_ND/
SEND_MSG SNDR_TRIGGER

[SNDR_LAST_LOGGED=='']/
SNDR_ND

MSG_RECOVERED_TM/
SEND_MSG GET_MSG_OK 

[SNDR_LAST_LOGGED=='INSTALLED'] 

INSTALLED_OK/
SNDR_LAST_LOGGED:='INSTALLED'

STABLE_OK SNDR_STABLE_TM and
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IS_INSTALLED

SNDR_CRASH 

T T 

STABLE_S 

SENDING 

MSG_LOOKUP 
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SEND_MSG 
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INSTALLED_OK/
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SENDING 

MSG_LOOKUP 

INSTALLED_OK/

SNDR_MSG_TM and

INSTALLED_OK)/
SEND_MSG 

SNDR_ND/
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 SNDR_LAST_LOGGED
SNDR_ND

MSG_RECOVERED_TM/
SEND_MSG GET_MSG_OK 

INSTALLED_OK/
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not (INSTALLED_OK or GET_MSG_OK)/
IS_INSTALLED

T T 

SNDR_LAST_LOGGED:='INSTALLED'

_TM means TIMEOUT_TM means TIMEOUT
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XIC PrinciplesXIC Principles
 XIC sender XIC sender Xcom Xcom obligationsobligations

•• None (but should resend on timeout)None (but should resend on timeout)

 XIC receiver XIC receiver Pcom Pcom obligationsobligations
•• Persist interaction immediatelyPersist interaction immediately

 XIC sender XIC sender Pcom Pcom obligationsobligations
•• Persist state before sending messagePersist state before sending message
•• Resend message after Resend message after Pcom Pcom failurefailure

 XIC receiver XIC receiver Xcom Xcom obligationsobligations
•• NoneNone

Typical setup: Xcom = user, Pcom = browser
Some failures inherently non-maskable 

Xcom

Pcom
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HTML_PROMPT

USER1_REQ 

@USER1_SC 

XACT_UPDATE
<TIC_AC 

BROWSER_INPUT
<XIC_I_AC 

BROWSER_OUTPUT 
<XIC_O_AC 

APPSRVR2_REP 
<CIC_AC 

APPSRVR1_REQ
<CIC_AC  

APPSRVR2_REQ
<CIC_AC  

APPSRVR1_REP
<CIC_AC  

WEBSRVR_REP 
<CIC_AC 

WEBSRVR_REQ
<CIC_AC  

CUSTOMER 

BUTTON_CLICKED HTML_REPLY

CLICK_CAPTURED

WEBSRVR_REQ_RCVD

APPSRVR1_REQ_RCVD

APPSRVR2_REP_RCVD APPSRVR1_REP_RCVD

WEBSRVR_REP_RCVD

LOCAL_FAILURES 

BROWSER_CRASH,
XACT_{USER, INTERNAL}_ABORT,
BROWSER_WEBSRVR_LINK_OUTAGE

GLOBAL_FAILURES 

WEBSERVER_CRASH, APPSERVER{1;2}_CRASH, DBSRVR_CRASH,
WEB_APP{1,2}_LINK_OUTAGE, APP1_DB_LINK_OUTAGE

XACT_COMMITTED

APPSRVR2_REQ_RCVD

USER1_REQ 

@USER1_SC 

XACT_UPDATE
<TIC_AC 

BROWSER_INPUT
<XIC_I_AC 

BROWSER_OUTPUT 
<XIC_O_AC 

APPSRVR2_REP 
<CIC_AC 

APPSRVR1_REQ
<CIC_AC  

APPSRVR2_REQ
<CIC_AC  

APPSRVR1_REP
<CIC_AC  

WEBSRVR_REP 
<CIC_AC 

WEBSRVR_REQ
<CIC_AC  

CUSTOMER 

LOCAL_FAILURES 

BROWSER_CRASH,
XACT_{USER, INTERNAL}_ABORT,
BROWSER_WEBSRVR_LINK_OUTAGE

GLOBAL_FAILURES 

WEBSERVER_CRASH, APPSERVER{1;2}_CRASH, DBSRVR_CRASH,
WEB_APP{1,2}_LINK_OUTAGE, APP1_DB_LINK_OUTAGE

ICIC‘‘s s for Composite for Composite Web ServiceWeb Service
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EOS prototype implementation:EOS prototype implementation:
   Exactly-once semantics   Exactly-once semantics
   for composite services with   for composite services with

•• Transparent EOS-enabling of Web pagesTransparent EOS-enabling of Web pages
by piggybacked by piggybacked JavascriptJavascript

•• XICXIC’’ss: Transparent browser recovery: Transparent browser recovery via via
callbacks and browser-specific XML storecallbacks and browser-specific XML store

•• CICCIC’’ss: App server recovery: App server recovery by modified by modified
session mgt. of Apache and session mgt. of Apache and Zend Zend engineengine

•• Fully transparent: Fully transparent: no changesno changes  to app codeto app code
neither to PHP scripts nor to browserneither to PHP scripts nor to browser

EOS: EOS: EExactly xactly OOnce Web nce Web SServiceervice
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 Built at Built at Pcom Pcom during normal operationduring normal operation
 Rebuilt from the log during Rebuilt from the log during Pcom Pcom recoveryrecovery
 Input MLT for Input MLT for duplicate eliminationduplicate elimination
 Output MLT to track CIC progressOutput MLT to track CIC progress

enabling timely enabling timely garbage collectiongarbage collection

Efficiency: Message Lookup TablesEfficiency: Message Lookup Tables

client id MSN Reply LSN

URI MSN CIC status

http://eosphp1/auctions/ 3 installed

http://eosphp2/books/ 5 stable

http://eosphp1/auctions/ 6 unknown

http://eosphp1/auctions/ 7 installed

eosphp3 3 324

http://eosphp2/books/ 8 installed

OMLT of eosphp3

IMLT of eosphp1

… … …

client id MSN Reply LSN

eosphp3 5 324

IMLT of eosphp2

… … …
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Backend Backend ServerServer
P4 3Ghz, 1GBP4 3Ghz, 1GB

Frontend Frontend ServerServer
P4 3Ghz, 1GBP4 3Ghz, 1GB

sharedshared
countcount

12341234→→12351235

private
count
2→3

private
count
2→3

private
count
2→1

privateprivate
countcount
22→→33

POST (ICIC)POST (ICIC)
action=incrementaction=increment
b2b=trueb2b=true

12351235<<htmlhtml>>
<p>Private <p>Private CountCount: 3: 3
<p><p>Shared CountShared Count: 1235: 1235
<</html/html>>

POST (ICIC)POST (ICIC)
action=incrementaction=increment

WebWeb
ClientClient

 eBay-like auction serviceeBay-like auction service
 User settings at frontend (private)User settings at frontend (private)
 Auction items at backend (shared)Auction items at backend (shared)
 5 concurrent end users, synthetic load5 concurrent end users, synthetic load

Experiment SetupExperiment Setup
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Zend Engine

Session CURL

Zend Engine

Session CURL

Zend Engine

Session CURL

Web
Client

Web
Client

Web
Client

Web
Client1.1. <html><html>

2.2. <?<?phpphp
3.3. session_startsession_start();();
4.4. $HTTP_SESSION_VARS["count"]++;$HTTP_SESSION_VARS["count"]++;
5.5. printfprintf("Script called ("Script called %i%i times", times",
6.6.                                             $HTTP_SESSION_VARS["count"]$HTTP_SESSION_VARS["count"]););

7.7. $ch $ch = curl_init("http://eos-php.net/b2b.php");= curl_init("http://eos-php.net/b2b.php");
8.8. $b2b_reply = $b2b_reply = curl_execcurl_exec(($ch$ch););
9.9. printfprintf("Other server reports: ("Other server reports: %s%s", ", $b2b_reply$b2b_reply););
10.10. curl_closecurl_close(($ch$ch););
11.11.?>?>
12.12.</html></html>

<html><html>
Script called Script called 55 times times
Other server reports: Other server reports: Script called 1000 timesScript called 1000 times

</html></html>

PHP Scripts (not changed at all!)PHP Scripts (not changed at all!)
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Backend
Server

Frontend
Server

shared
count

1234→1235

private
count
2→3

private
count
2→3

private
count
2→1

private
count
2→3

POST (ICIC)
action=increment
b2b=true

1235<html>
<p>Privatel Count: 3
<p>Shared Count: 1235
</html>

POST (ICIC)
action=increment

Web
Client

33%33%36%36%44%44%Overhead (backend CPU)  [%]Overhead (backend CPU)  [%]
0.16000.16000.07500.07500.01300.0130EOS-PHP backend CPU time [sec]EOS-PHP backend CPU time [sec]
0.12000.12000.05500.05500.00900.0090PHP backend CPU time [sec]PHP backend CPU time [sec]

102%102%122%122%109%109%Overhead (frontend CPU) [%]Overhead (frontend CPU) [%]

1.15451.15450.60000.60000.08150.0815EOS-PHP frontend CPU time [sec]EOS-PHP frontend CPU time [sec]
0.57270.57270.27080.27080.03900.0390PHP frontend CPU time [sec]PHP frontend CPU time [sec]

93%93%113%113%101%101%Overhead (elapsed time) [%]Overhead (elapsed time) [%]

3.10003.10001.68501.68500.31400.3140EOS-PHP elapsed time [sec]EOS-PHP elapsed time [sec]
1.61001.61000.79000.79000.15600.1560PHP elapsed time [sec]PHP elapsed time [sec]

10 steps10 steps5 steps5 steps1 step1 step  SessionSession

Run-Time OverheadRun-Time Overhead
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 Generic ICGeneric IC’’s for s for composable composable servicesservices
with exactly-once execution guaranteewith exactly-once execution guarantee

 Eases programming by masking allEases programming by masking all
(but inevitably (but inevitably non-maskablenon-maskable) failures) failures

 Formal specification by state/activity-Formal specification by state/activity-
charts & model-checked CTL propertiescharts & model-checked CTL properties

 Efficient implementation:Efficient implementation:
EOS prototype for Apache/PHPEOS prototype for Apache/PHP

SummarySummary
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